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ɉɪɨɛɥɟɦɚ ɜɵɹɜɥɟɧɢɹ ɢ ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɚɬɚɤ ɧɚ ɩɪɢɥɨɠɟɧɢɹ ɛɵɥɚ ɢ ɨɫɬɚɟɬɫɹ ɨɞɧɨɣ ɢɡ 
ɚɤɬɭɚɥɶɧɵɯ ɡɚɞɚɱ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ. ɂɡɴɹɧɵ ɜ ɤɨɞɟ ɩɪɨɝɪɚɦɦ ɩɪɢɜɨɞɹɬ ɤ 
ɧɚɪɭɲɟɧɢɸ ɧɨɪɦɚɥɶɧɨɣ ɪɚɛɨɬɵ ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧɢɹ. ɂɡ-ɡɚ ɧɟɞɨɱɟɬɨɜ ɪɚɡɪɚɛɨɬɤɢ 
ɦɨɝɭɬ ɜɨɡɧɢɤɚɬɶ ɧɚɪɭɲɟɧɢɹ ɰɟɥɨɫɬɧɨɫɬɢ, ɞɨɫɬɭɩɧɨɫɬɢ ɢ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ ɞɚɧɧɵɯ, 
ɩɪɟɪɵɜɚɧɢɟ ɜɵɩɨɥɧɟɧɢɹ ɡɚɩɭɳɟɧɧɵɯ ɩɪɨɰɟɫɫɨɜ ɢɥɢ ɞɚɠɟ ɫɢɫɬɟɦɵ ɜ ɰɟɥɨɦ. ɐɟɥɶɸ ɞɚɧɧɨɣ 
ɪɚɛɨɬɵ ɹɜɥɹɟɬɫɹ ɩɪɟɞɨɬɜɪɚɳɟɧɢɟ ɚɬɚɤɢ ɧɚ ɩɪɢɥɨɠɟɧɢɟ ɩɭɬɟɦ ɩɟɪɟɩɨɥɧɟɧɢɹ ɛɭɮɟɪɚ ɫ 
ɩɨɦɨɳɶɸ ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɩɨ ɩɪɟɞɨɬɜɪɚɳɟɧɢɸ ɚɬɚɤ. Ⱦɥɹ ɜɵɩɨɥɧɟɧɢɹ 
ɩɨɫɬɚɜɥɟɧɧɨɣ ɰɟɥɢ ɤɪɚɬɤɨ ɪɚɫɫɦɚɬɪɢɜɚɸɬɫɹ ɧɟɞɨɫɬɚɬɤɢ ɫɨɜɪɟɦɟɧɧɵɯ ɫɢɫɬɟɦ ɩɨ 
ɩɪɟɞɨɬɜɪɚɳɟɧɢɸ ɚɬɚɤ ɧɚ ɩɪɢɥɨɠɟɧɢɹ, ɪɚɫɫɦɚɬɪɢɜɚɟɬɫɹ ɫɬɪɭɤɬɭɪɚ ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ 
ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ, ɚɥɝɨɪɢɬɦɵ ɪɚɛɨɬɵ ɤɚɠɞɨɝɨ ɢɡ ɦɨɞɭɥɹ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ, 
ɦɟɯɚɧɢɡɦ ɫɨɜɟɪɲɟɧɢɹ ɩɟɪɟɩɨɥɧɟɧɢɹ ɛɭɮɟɪɚ, ɚ ɬɚɤɠɟ ɬɟɫɬɢɪɭɟɬɫɹ ɪɚɡɪɚɛɨɬɚɧɧɵɣ 
ɩɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ ɧɚ ɩɪɨɫɬɟɣɲɟɦ ɩɟɪɟɩɨɥɧɟɧɢɢ ɛɭɮɟɪɚ. 
 
Ʉɥɸɱɟɜɵɟ ɫɥɨɜɚ: ɩɟɪɟɩɨɥɧɟɧɢɟ ɛɭɮɟɪɚ, ɫɢɫɬɟɦɧɵɟ ɜɵɡɨɜɵ, ɢɧɴɟɤɰɢɢ ɤɨɞɚ, ɧɟɢɫɩɨɥɧɹɟɦɵɣ 
ɫɬɟɤ, SЭКМФGЮКЫН, ASRδ, ɢɧɮɨɪɦɚɰɢɨɧɧɚɹ ɛɟɡɨɩɚɫɧɨɫɬɶ. 
 

ɉɨɫɬɭɩɢɥɚ ɜ ɪɟɞɚɤɰɢɸ 26.05.2020 

ɉɨɫɥɟ ɞɨɪɚɛɨɬɤɢ 07.07.2020 

ɉɪɢɧɹɬɚ ɤ ɩɭɛɥɢɤɚɰɢɢ 21.07.2020 

 
ȼɜɟɞɟɧɢɟ 

ɋɨɜɪɟɦɟɧɧɵɟ ɩɪɢɥɨɠɟɧɢɹ ɜɨ ɜɪɟɦɹ ɜɵɩɨɥɧɟɧɢɹ ɱɚɫɬɨ ɩɨɞɜɟɪɝɚɸɬɫɹ ɪɚɡɥɢɱɧɵɦ 
ɚɬɚɤɚɦ. ɐɟɥɶɸ ɬɚɤɢɯ ɚɬɚɤ ɦɨɠɟɬ ɹɜɥɹɬɶɫɹ ɧɚɪɭɲɟɧɢɟ ɰɟɥɨɫɬɧɨɫɬɢ, ɞɨɫɬɭɩɧɨɫɬɢ ɢɥɢ 
ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɢ ɨɛɪɚɛɚɬɵɜɚɟɦɨɣ ɢɧɮɨɪɦɚɰɢɢ. 

ɉɪɨɛɥɟɦɚ ɜɵɹɜɥɟɧɢɹ ɢ ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɚɬɚɤ ɧɚ ɩɪɢɥɨɠɟɧɢɹ ɛɵɥɚ ɢ ɨɫɬɚɟɬɫɹ 
ɨɞɧɨɣ ɢɡ ɚɤɬɭɚɥɶɧɵɯ ɡɚɞɚɱ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ. Ʉɨɪɪɟɤɬɧɚɹ ɪɚɡɪɚɛɨɬɤɚ 
ɩɪɢɥɨɠɟɧɢɹ ɹɜɥɹɟɬɫɹ ɨɞɧɢɦ ɢɡ ɫɩɨɫɨɛɨɜ ɪɟɲɟɧɢɹ ɞɚɧɧɨɣ ɩɪɨɛɥɟɦɵ, ɬɚɤ ɤɚɤ ɧɟɛɨɥɶɲɚɹ 
ɨɲɢɛɤɚ ɪɚɡɪɚɛɨɬɱɢɤɚ ɜ ɭɦɟɥɵɯ ɪɭɤɚɯ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ ɦɨɠɟɬ ɩɪɢɜɟɫɬɢ ɤ 
ɧɟɩɪɟɞɫɤɚɡɭɟɦɵɦ ɩɨɫɥɟɞɫɬɜɢɹɦ Д1Ж.  

ɇɢ ɨɞɢɧ ɢɡ ɲɢɪɨɤɨ ɢɫɩɨɥɶɡɭɟɦɵɯ ɜ Ɉɋ Linux ɦɟɯɚɧɢɡɦɨɜ ɡɚɳɢɬɵ ɧɟ ɦɨɠɟɬ 
ɝɚɪɚɧɬɢɪɨɜɚɬɶ ɩɪɟɞɨɬɜɪɚɳɟɧɢɟ ɚɬɚɤ ɧɚ ɩɪɢɥɨɠɟɧɢɹ ɜɜɢɞɭ ɫɥɚɛɨɫɬɟɣ ɫɜɨɟɣ ɪɟɚɥɢɡɚɰɢɢ. 
ɇɚɩɪɢɦɟɪ, ɫɩɨɫɨɛɨɦ ɨɛɯɨɞɚ StackGuard ɹɜɥɹɟɬɫɹ ɬɟɯɧɢɤɚ ɩɟɪɟɬɢɪɚɧɢɹ ɭɤɚɡɚɬɟɥɹ 
ɬɟɤɭɳɟɝɨ ɮɪɟɣɦɚ Д2Ж. Ⱦɥɹ ɧɟɢɫɩɨɥɧɹɟɦɨɝɨ ɫɬɟɤɚ ɩɪɟɞɥɨɠɟɧɚ ɬɟɯɧɨɥɨɝɢɹ ɜɨɡɜɪɚɬɚ ɜ 
ɛɢɛɥɢɨɬɟɤɭ (ret2libc) ɨɫɧɨɜɚɧɧɚɹ ɧɚ ɜɵɡɨɜɟ ɫɢɫɬɟɦɧɵɯ ɮɭɧɤɰɢɣ ɢ ɟɟ ɦɨɞɢɮɢɤɚɰɢɢ  
Д3, 4, 5Ж. Ⱦɥɹ ɨɛɯɨɞɚ ASLR ɢɫɩɨɥɶɡɭɸɬɫɹ ɬɟɯɧɢɤɚ ɫɯɨɠɚɹ ɫ ret2libc, ɧɨ ɫ ɜɨɡɜɪɚɬɨɦ ɜ 
PЫШМОНЮЫО δТЧФКРО TКЛХО Д6, 7, 8, 9Ж. Ⱦɚɧɧɵɟ ɫɩɨɫɨɛɵ ɨɛɯɨɞɨɜ ɩɪɟɞɫɬɚɜɥɟɧɧɵɯ ɫɢɫɬɟɦ 
ɡɚɳɢɬɵ ɞɚɥɟɤɨ ɧɟ ɟɞɢɧɫɬɜɟɧɧɵɟ ɢ ɫɭɳɟɫɬɜɭɟɬ ɟɳɟ ɦɧɨɠɟɫɬɜɨ ɫɩɨɫɨɛɨɜ ɨɛɯɨɞɚ, ɜ ɬɨɦ 
ɱɢɫɥɟ ɫɩɨɫɨɛɨɜ ɨɛɯɨɞɚ ɫɪɚɡɭ ɧɟɫɤɨɥɶɤɢɯ ɫɢɫɬɟɦ ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɢ ɨɛɧɚɪɭɠɟɧɢɹ ɚɬɚɤ 
ɧɚ ɩɪɢɥɨɠɟɧɢɹ Д10Ж. 



8  ɉȺɊɂɇɈȼ ɢ ɞɪ. 

ȽɅɈȻȺɅɖɇȺə əȾȿɊɇȺə ȻȿɁɈɉȺɋɇɈɋɌɖ, № 3(36) 2020 

ɍɱɢɬɵɜɚɹ ɧɟɞɨɫɬɚɬɤɢ ɫɭɳɟɫɬɜɭɸɳɢɯ ɫɢɫɬɟɦ, ɛɵɥ ɩɪɟɞɥɨɠɟɧ ɚɥɝɨɪɢɬɦ 
ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɚɬɚɤ ɧɚ ɭɹɡɜɢɦɵɟ ɩɪɢɥɨɠɟɧɢɹ ɩɭɬɟɦ ɩɪɨɜɟɪɤɢ ɫɨɜɟɪɲɚɟɦɵɯ ɢɦɢ 
ɫɢɫɬɟɦɧɵɯ ɜɵɡɨɜɨɜ. ɐɟɥɶɸ ɞɚɧɧɨɣ ɪɚɛɨɬɵ ɹɜɥɹɟɬɫɹ ɩɪɟɞɨɬɜɪɚɳɟɧɢɟ ɚɬɚɤɢ ɧɚ 
ɩɪɢɥɨɠɟɧɢɟ ɩɭɬɟɦ ɩɟɪɟɩɨɥɧɟɧɢɹ ɛɭɮɟɪɚ ɫ ɩɨɦɨɳɶɸ ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɩɨ 
ɩɪɟɞɨɬɜɪɚɳɟɧɢɸ ɚɬɚɤ. Ⱦɥɹ ɷɬɨɝɨ ɪɚɫɫɦɚɬɪɢɜɚɸɬɫɹ ɫɬɪɭɤɬɭɪɚ ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ 
ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ, ɚɥɝɨɪɢɬɦɵ ɪɚɛɨɬɵ ɤɚɠɞɨɝɨ ɢɡ ɦɨɞɭɥɹ ɩɪɨɝɪɚɦɦɧɨɝɨ 
ɤɨɦɩɥɟɤɫɚ, ɦɟɯɚɧɢɡɦ ɫɨɜɟɪɲɟɧɢɹ ɩɟɪɟɩɨɥɧɟɧɢɹ ɛɭɮɟɪɚ, ɚ ɬɚɤɠɟ ɬɟɫɬɢɪɭɟɬɫɹ 
ɪɚɡɪɚɛɨɬɚɧɧɵɣ ɩɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ ɧɚ ɩɪɨɫɬɟɣɲɟɦ ɩɟɪɟɩɨɥɧɟɧɢɢ ɛɭɮɟɪɚ.  
ȼ ɤɚɱɟɫɬɜɟ ɫɬɟɧɞɚ ɞɥɹ ɩɪɨɜɟɞɟɧɢɹ ɬɟɫɬɢɪɨɜɚɧɢɹ ɢɫɩɨɥɶɡɭɟɬɫɹ ɧɨɭɬɛɭɤ Lenovo ɫ 
ɩɪɨɰɟɫɫɨɪɨɦ CШЫО I7-3250ε 2900εHг ɩɚɦɹɬɶɸ 4GЛ DDR3-1600εHг ɢ ɭɫɬɚɧɨɜɥɟɧɧɵɦɢ 
Ɉɋ Ubuntu 14.04 ɢ ɩɪɨɝɪɚɦɦɧɵɦ ɤɨɦɩɥɟɤɫɨɦ ɩɨ ɩɪɟɞɨɬɜɪɚɳɟɧɢɸ ɚɬɚɤ ɧɚ ɩɪɢɥɨɠɟɧɢɹ 
ɨɩɢɫɚɧɧɵɦ ɞɚɥɟɟ. ȼ ɤɚɱɟɫɬɜɟ ɦɟɬɨɞɨɜ ɢɫɫɥɟɞɨɜɚɧɢɹ ɦɨɠɧɨ ɜɵɞɟɥɢɬɶ ɬɟɫɬɢɪɨɜɚɧɢɟ ɧɚ 
ɩɪɨɧɢɤɧɨɜɟɧɢɟ, ɫɬɚɬɢɱɟɫɤɢɣ ɚɧɚɥɢɡ ɢɫɯɨɞɧɵɯ ɤɨɞɨɜ ɡɚɳɢɳɚɟɦɨɝɨ ɉɈ ɢ ɞɢɧɚɦɢɱɟɫɤɢɣ 
ɚɧɚɥɢɡ. 

ɉɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ 

ɉɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ ɪɚɡɞɟɥɟɧ ɧɚ ɞɜɟ ɩɨɞɫɢɫɬɟɦɵ. ɉɟɪɜɚɹ – ɫɢɫɬɟɦɚ ɚɧɚɥɢɡɚ 
ɢɫɯɨɞɧɵɯ ɤɨɞɨɜ ɢ ɩɨɫɬɪɨɟɧɢɹ ɷɬɚɥɨɧɧɨɣ ɦɨɞɟɥɢ ɩɨɜɟɞɟɧɢɹ ɡɚɳɢɳɚɟɦɨɝɨ ɩɪɢɥɨɠɟɧɢɹ. 
ȼɬɨɪɚɹ – ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨ ɫɢɫɬɟɦɚ ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɚɬɚɤ ɧɚ ɩɪɢɥɨɠɟɧɢɹ ɩɭɬɟɦ 
ɫɪɚɜɧɟɧɢɹ ɫ ɷɬɚɥɨɧɧɨɣ ɦɨɞɟɥɶɸ ɩɨɜɟɞɟɧɢɹ ɫɨɜɟɪɲɚɟɦɵɯ ɩɪɢɥɨɠɟɧɢɟɦ ɫɢɫɬɟɦɧɵɯ 
ɜɵɡɨɜɨɜ. Ɇɟɯɚɧɢɡɦ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɷɬɢɯ ɫɢɫɬɟɦ ɩɪɟɞɫɬɚɜɥɟɧ ɧɚ ɪɢɫɭɧɤɟ 1.  

 

 
 

Ɋɢɫɭɧɨɤ 1 – Ɇɨɞɭɥɢ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɩɨ ɩɪɟɞɨɬɜɪɚɳɟɧɢɸ ɚɬɚɤ  
[Attack prevention software modules] 

 

Ⱥɥɝɨɪɢɬɦ ɪɚɛɨɬɵ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɦɨɠɧɨ ɪɚɡɞɟɥɢɬɶ ɧɚ ɞɜɟ ɱɚɫɬɢ 
ɫɨɝɥɚɫɧɨ ɩɨɞɥɨɠɟɧɧɵɦ ɦɨɞɭɥɹɦ. ɉɟɪɜɚɹ – ɷɬɨ ɚɥɝɨɪɢɬɦ ɩɨɥɭɱɟɧɢɹ ɦɨɞɟɥɢ ɩɨɜɟɞɟɧɢɹ 
ɡɚɳɢɳɚɟɦɨɝɨ ɩɪɢɥɨɠɟɧɢɹ, ɢɡɨɛɪɚɠɟɧɧɵɣ ɧɚ ɪɢɫɭɧɤɟ 2. ȼɬɨɪɚɹ – ɷɬɨ ɚɥɝɨɪɢɬɦ ɪɚɛɨɬɵ 
ɦɨɞɭɥɹ ɚɧɚɥɢɡɚ ɩɨɜɟɞɟɧɢɹ ɡɚɳɢɳɚɟɦɨɝɨ ɩɪɢɥɨɠɟɧɢɹ, ɢɡɨɛɪɚɠɟɧɧɵɣ ɧɚ ɪɢɫɭɧɤɟ 3. 

 



 ɉɊȿȾɈɌȼɊȺɓȿɇɂȿ ȺɌȺɄ ɇȺ ɉɊɈɋɌȿɃɒɂȿ ɉɊɂɅɈɀȿɇɂə 9 

ȽɅɈȻȺɅɖɇȺə əȾȿɊɇȺə ȻȿɁɈɉȺɋɇɈɋɌɖ, № 3(36) 2020 

ɇɚɱɚɥɨ

ɂɫɯɨɞɧɵɟ ɤɨɞɵ ɉɈ

Ʉɨɦɩɢɥɹɰɢɹ ɤɨɞɚ ɜ 
ɢɫɩɨɥɧɹɟɦɵɣ ɮɚɣɥ

Ʉɨɦɩɢɥɹɰɢɹ ɤɨɞɚ ɜ 
ɩɪɟɞɫɬɚɜɥɟɧɢɟ  LLVM

Ɏɚɣɥ ɜ ɩɪɟɞɫɬɚɜɥɟɧɢɢ 

LLVM

ɂɫɩɨɥɧɹɟɦɵɣ ɮɚɣɥ

Ⱥɧɚɥɢɡ ɫɢɫɬɟɦɧɵɯ ɜɵɡɨɜɨɜ 
ɡɚɳɢɳɚɟɦɨɝɨ ɩɪɢɥɨɠɟɧɢɹ

ɗɬɚɥɨɧɧɚɹ ɦɨɞɟɥɶ 
ɩɨɜɟɞɟɧɢɹ 

ɡɚɳɢɳɚɟɦɨɝɨ ɉɈ

 
Ɋɢɫɭɧɨɤ 2 – Ⱥɥɝɨɪɢɬɦ ɩɨɫɬɪɨɟɧɢɹ ɦɨɞɟɥɢ ɩɨɜɟɞɟɧɢɹ ɡɚɳɢɳɚɟɦɨɝɨ ɩɪɢɥɨɠɟɧɢɹ [Algorithm of constructing 

a behavior model of the protected application] 

 

ɂɫɩɨɥɧɹɟɦɵɣ ɮɚɣɥ

ɗɬɚɥɨɧɧɚɹ ɦɨɞɟɥɶ 
ɩɨɜɟɞɟɧɢɹ 

ɡɚɳɢɳɚɟɦɨɝɨ ɉɈ

Ɂɚɩɭɫɤ ɢɫɩɨɥɧɹɟɦɨɝɨ 
ɮɚɣɥɚ ɜ ɪɟɠɢɦɟ 

ɨɬɫɥɟɠɢɜɚɧɢɹ ɫɢɫɬɟɦɧɵɯ 
ɜɵɡɨɜɨɜ

ɉɟɪɟɯɜɚɬ ɫɨɜɟɪɲɚɟɦɵɯ 
ɫɢɫɬɟɦɧɵɯ ɜɵɡɨɜɨɜ

ɋɪɚɜɧɟɧɢɟ ɫ ɷɬɚɥɨɧɧɨɣ 
ɦɨɞɟɥɶɸ ɋɨɨɬɜɟɬɫɬɜɭɟɬ 

ɷɬɚɥɨɧɧɨɣ ɦɨɞɟɥɢ?

Ʉɨɧɟɰ ɇɟɬ

Ⱦɚ

 
Ɋɢɫɭɧɨɤ 3 – Ⱥɥɝɨɪɢɬɦ ɪɚɛɨɬɵ ɦɨɞɭɥɹ ɚɧɚɥɢɡɚ ɩɨɜɟɞɟɧɢɹ ɡɚɳɢɳɚɟɦɨɝɨ ɩɪɢɥɨɠɟɧɢɹ [Algorithm of the 

module of analyzing the protected application behavior] 

 

Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɚɧɚɥɢɡɢɪɭɹ ɢɫɯɨɞɧɵɟ ɤɨɞɵ ɡɚɳɢɳɚɟɦɨɝɨ ɩɪɢɥɨɠɟɧɢɹ, ɦɵ 
ɩɨɥɭɱɚɟɦ ɝɪɚɮ ɩɨɬɨɤɚ ɭɩɪɚɜɥɟɧɢɹ, ɨɬɪɚɠɚɸɳɢɣ ɩɨɪɹɞɨɤ ɜɵɩɨɥɧɟɧɢɹ ɫɢɫɬɟɦɧɵɯ 
ɜɵɡɨɜɨɜ. ɇɚ ɨɫɧɨɜɟ ɞɚɧɧɨɝɨ ɝɪɚɮɚ ɫɬɪɨɢɬɫɹ ɦɨɞɟɥɶ ɩɨɜɟɞɟɧɢɹ, ɤɨɬɨɪɚɹ ɛɭɞɟɬ 
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ɫɨɞɟɪɠɚɬɶ ɧɨɦɟɪɚ ɢ ɩɨɪɹɞɨɤ ɫɢɫɬɟɦɧɵɯ ɜɵɡɨɜɨɜ ɡɚɳɢɳɚɟɦɨɝɨ ɩɪɢɥɨɠɟɧɢɹ. Ⱦɥɹ 
ɪɚɛɨɬɵ ɫ ɝɪɚɮɨɦ ɩɨɬɨɤɚ ɭɩɪɚɜɥɟɧɢɹ ɩɪɟɞɥɚɝɚɟɬɫɹ ɢɫɩɨɥɶɡɨɜɚɬɶ ɧɟɞɟɬɟɪɦɢɧɢɪɨɜɚɧɧɵɣ 
ɤɨɧɟɱɧɵɣ ɚɜɬɨɦɚɬ ɛɟɡ ɜɯɨɞɧɨɝɨ ɚɥɮɚɜɢɬɚ ɡɚɞɚɧɧɵɣ ɬɚɛɥɢɱɧɵɦ ɫɩɨɫɨɛɨɦ Д12Ж. 

ɉɟɪɟɩɨɥɧɟɧɢɟ ɛɭɮɟɪɚ 

ɉɟɪɟɩɨɥɧɟɧɢɟ ɛɭɮɟɪɚ – ɬɢɩ ɚɬɚɤ, ɩɪɢɜɨɞɹɳɢɯ ɤ ɢɧɴɟɤɰɢɹɦ, ɤɨɞɚ ɜ ɭɹɡɜɢɦɵɯ 
ɩɪɢɥɨɠɟɧɢɹɯ, ɨɫɧɨɜɚɧɧɵɟ ɧɚ ɨɬɫɭɬɫɬɜɢɢ ɩɪɨɜɟɪɨɤ ɧɚ ɫɨɨɬɜɟɬɫɬɜɢɟ ɪɚɡɦɟɪɚ ɜɯɨɞɧɵɯ 
ɞɚɧɧɵɯ ɢ ɪɚɡɦɟɪɚ ɜɵɞɟɥɟɧɧɨɣ ɩɨɞ ɩɟɪɟɦɟɧɧɭɸ ɨɛɥɚɫɬɢ ɩɚɦɹɬɢ. 

Ⱦɥɹ ɩɨɧɢɦɚɧɢɹ ɩɪɨɰɟɫɫɚ ɧɚ ɪɢɫɭɧɤɟ 4 ɢɡɨɛɪɚɠɟɧɵ ɚɥɝɨɪɢɬɦɵ ɧɨɪɦɚɥɶɧɨɝɨ 
ɜɵɩɨɥɧɟɧɢɹ ɮɭɧɤɰɢɢ ɢ ɜɵɩɨɥɧɟɧɢɹ ɮɭɧɤɰɢɢ ɜ ɦɨɦɟɧɬ ɚɬɚɤɢ ɩɭɬɟɦ ɩɟɪɟɩɨɥɧɟɧɢɹ 
ɛɭɮɟɪɚ. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

Ɋɢɫɭɧɨɤ 4 – Ⱥɥɝɨɪɢɬɦɵ ɧɨɪɦɚɥɶɧɨɝɨ ɜɵɩɨɥɧɟɧɢɹ ɮɭɧɤɰɢɢ ɢ ɜɵɩɨɥɧɟɧɢɹ ɮɭɧɤɰɢɢ ɜ ɦɨɦɟɧɬ ɚɬɚɤɢ ɩɭɬɟɦ 
ɩɟɪɟɩɨɥɧɟɧɢɹ ɛɭɮɟɪɚ ДAХРШЫТЭСЦЬ ШП ЧШЫЦКХ ПЮЧМЭТШЧ ОбОМЮЭТШЧ КЧН ПЮЧМЭТШЧ ОбОМЮЭТШЧ КЭ ЭСО ЦШЦОЧЭ ШП a 

buffer overflow attack] 

 

ɉɪɨɫɬɟɣɲɟɟ ɩɟɪɟɩɨɥɧɟɧɢɟ ɛɭɮɟɪɚ 

Ⱦɥɹ ɜɵɩɨɥɧɟɧɢɹ ɩɪɨɫɬɟɣɲɟɣ ɚɬɚɤɢ ɧɚɦ ɩɨɬɪɟɛɭɟɬɫɹ ɨɬɤɥɸɱɢɬɶ ASLR ɢ 
StackSmashProtector, ɜɫɬɪɨɟɧɧɵɣ ɜ ɤɨɦɩɢɥɹɬɨɪ (ɩɪɢ ɜɵɩɨɥɧɟɧɢɢ ɚɬɚɤɢ ɬɢɩɚ ret2libc 

ɨɬɤɥɸɱɟɧɢɟ ɷɬɢɯ ɦɟɯɚɧɢɡɦɨɜ ɧɟ ɬɪɟɛɭɟɬɫɹ) Д12Ж. Ⱦɥɹ ɧɚɱɚɥɚ ɧɭɠɧɨ ɫɤɨɦɩɢɥɢɪɨɜɚɬɶ 
ɭɹɡɜɢɦɨɟ ɩɪɢɥɨɠɟɧɢɟ ɢ ɡɚɩɭɫɬɢɬɶ ɟɝɨ ɜ ɨɬɥɚɞɱɢɤɟ. ɂɫɯɨɞɧɵɣ ɤɨɞ ɭɹɡɜɢɦɨɝɨ 
ɩɪɢɥɨɠɟɧɢɹ ɢɡɨɛɪɚɠɟɧ ɧɚ ɪɢɫɭɧɤɟ 5. 

 

 

 

 

 

 
 

 

Ɋɢɫɭɧɨɤ 5 – ɂɫɯɨɞɧɵɣ ɤɨɞ ɭɹɡɜɢɦɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ДSource code of the vulnerable application] 

 

Ⱦɚɥɟɟ, ɩɭɬɟɦ ɩɟɪɟɛɨɪɚ ɞɥɢɧ ɜɯɨɞɧɵɯ ɞɚɧɧɵɯ, ɩɵɬɚɟɦɫɹ ɜɵɡɜɚɬɶ ɩɟɪɟɩɨɥɧɟɧɢɟ 
ɛɭɮɟɪɚ, ɤɨɬɨɪɨɟ ɩɪɢɜɟɞɟɬ ɤ ɚɜɚɪɢɣɧɨɦɭ ɡɚɜɟɪɲɟɧɢɸ ɩɪɢɥɨɠɟɧɢɹ (ɪɢɫ. 6) Д13Ж. 

ɇɚɱɚɥɨ

ȼɯɨɞ ɜ 
ɮɭɧɤɰɢɸ

Ɂɚɩɢɫɶ ɜ ɛɭɮɟɪ ɞɚɧɧɵɯ, 

ɦɟɧɶɲɟ ɪɚɡɦɟɪɚ, 

ɜɵɞɟɥɟɧɧɨɣ ɩɨɞ 
ɩɟɪɟɦɟɧɧɭɸ ɩɚɦɹɬɢ

Ɉɫɬɚɥɶɧɵɟ 
ɢɧɫɬɪɭɤɰɢɢ 

ɮɭɧɤɰɢɢ

ɉɟɪɟɯɨɞ ɩɨ 
ɚɞɪɟɫɭ 

ɜɨɡɜɪɚɬɚ  

Ʉɨɧɟɰ

ȼɯɨɞ ɜ 
ɮɭɧɤɰɢɸ

Ɂɚɩɢɫɶ ɜ ɛɭɮɟɪ 
ɞɚɧɧɵɯ, 

ɩɟɪɟɬɢɪɚɸɳɢɯ ɚɞɪɟɫ 
ɜɨɡɜɪɚɬɚ

Ɉɫɬɚɥɶɧɵɟ 
ɢɧɫɬɪɭɤɰɢɢ 

ɮɭɧɤɰɢɢ

ɉɟɪɟɯɨɞ ɩɨ 
ɚɞɪɟɫɭ 

ɜɨɡɜɪɚɬɚ  

Ʉɨɧɟɰ

ɇɚɱɚɥɨ

ȼɵɩɨɥɧɟɧɢɟ 
ɜɪɟɞɨɧɨɫɧɨɝɨ 

ɤɨɞɚ

ɇɨɪɦɚɥɶɧɨɟ ɜɵɩɨɥɧɟɧɢɟ ɮɭɧɤɰɢɢ ȼɵɩɨɥɧɟɧɢɟ ɮɭɧɤɰɢɢ ɩɪɢ ɩɟɪɟɩɨɥɧɟɧɢɢ ɛɭɮɟɪɚ

...

Ⱥɞɪɟɫ ɜɨɡɜɪɚɬɚ

Ʌɨɤɚɥɶɧɵɟ 
ɩɟɪɟɦɟɧɧɵɟ

...

Ȼɭɮɟɪ 

Ɋɨɫɬ 
ɚɞɪɟɫɨɜ
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Ɋɢɫɭɧɨɤ 6 – ȼɵɡɨɜ ɩɟɪɟɩɨɥɧɟɧɢɹ ДOЯОЫПХШа МКХХЖ 
 

Ⱦɚɧɧɵɣ ɫɩɨɫɨɛ ɩɨɡɜɨɥɹɟɬ ɩɟɪɟɩɢɫɚɬɶ ɪɟɝɢɫɬɪ eip, ɜ ɤɨɬɨɪɨɦ ɯɪɚɧɢɬɫɹ ɭɤɚɡɚɬɟɥɶ 
ɧɚ ɚɞɪɟɫ ɫɥɟɞɭɸɳɟɣ ɢɧɫɬɪɭɤɰɢɢ. ɇɚ ɪɢɫɭɧɤɟ 7 ɢɡɨɛɪɚɠɟɧɨ ɫɨɫɬɨɹɧɢɟ ɪɟɝɢɫɬɪɨɜ ɧɚ 
ɦɨɦɟɧɬ ɨɫɬɚɧɨɜɤɢ. 

 

 
 

Ɋɢɫɭɧɨɤ 7 – ɋɨɫɬɨɹɧɢɟ ɪɟɝɢɫɬɪɨɜ ɜ ɦɨɦɟɧɬ ɩɟɪɟɩɨɥɧɟɧɢɹ ДRОРТЬЭОЫЬ ЬЭКЭО КЭ ЭСО ЭТЦО ШП ШЯОЫПХШаЖ 

 

Ʉɚɤ ɦɨɠɧɨ ɭɜɢɞɟɬɶ, ɪɟɝɢɫɬɪ ESP ɭɤɚɡɵɜɚɟɬ ɧɚ ɧɚɲ ɩɨɬɟɧɰɢɚɥɶɧɨ ɜɪɟɞɨɧɨɫɧɵɣ 
ɛɭɮɟɪ. Ɍɨ ɟɫɬɶ, ɡɚɦɟɧɢɜ ɱɚɫɬɶ ɜɜɨɞɢɦɵɯ ɞɚɧɧɵɯ ɲɟɥɥɤɨɞɨɦ ɢ ɩɟɪɟɡɚɩɢɫɚɜ EIP ɚɞɪɟɫɨɦ 
ESP, ɦɵ ɩɨɥɭɱɢɦ ɢɫɩɨɥɧɟɧɧɵɟ ɜɪɟɞɨɧɨɫɧɵɟ ɢɧɫɬɪɭɤɰɢɢ.  

ɑɬɨ ɛɵ ɩɨɥɭɱɢɬɶ ɚɞɪɟɫ ESP, ɩɨɫɬɚɜɢɦ ɬɨɱɤɭ ɨɫɬɚɧɨɜɤɢ ɜ ɤɨɞɟ ɧɚ ɦɨɦɟɧɬɟ ɡɚɩɢɫɢ 
ɛɭɮɟɪɚ (ɮɭɧɤɰɢɹ strcpy). ɇɚ ɪɢɫɭɧɤɟ 8 ɜɢɞɧɨ, ɱɬɨ ɬɟɤɭɳɢɣ ɚɞɪɟɫ, ɯɪɚɧɹɳɢɣɫɹ ɜ ESP, 
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ɪɚɜɟɧ 0xbffff508 – ɨɧ ɭɤɚɡɵɜɚɟɬ ɧɚ ɧɚɱɚɥɨ ɧɚɲɟɝɨ ɛɭɮɟɪɚ. Ɍɨ ɟɫɬɶ ɩɨɫɥɟ ɜɵɩɨɥɧɟɧɢɹ 
ɨɩɟɪɚɰɢɢ ɤɨɩɢɪɨɜɚɧɢɹ ɜ ɛɭɮɟɪ ɚɞɪɟɫ ESP ɛɭɞɟɬ ɪɚɜɟɧ 0xbffff308. 

 

 
 

Ɋɢɫɭɧɨɤ 8 – Ⱥɞɪɟɫ, ɯɪɚɧɹɳɢɣɫɹ ɜ ESP [The address stored in the ESP] 

 

Ɉɤɨɧɱɚɬɟɥɶɧɚɹ ɫɬɪɭɤɬɭɪɚ ɜɯɨɞɧɵɯ ɞɚɧɧɵɯ ɩɨɤɚɡɚɧɚ ɧɚ ɪɢɫɭɧɤɟ 9. Ɉɧɢ 
ɫɨɛɢɪɚɸɬɫɹ ɩɨ ɬɚɤɨɦɭ ɩɪɢɧɰɢɩɭ: ɦɭɫɨɪɧɵɟ ɞɚɧɧɵɟ + ɰɟɥɟɜɨɣ ɲɟɥɥɤɨɞ + ɡɚɩɢɫɚɧɧɵɣ 
ɧɟɫɤɨɥɶɤɨ ɪɚɡ ɧɭɠɧɵɣ ɧɚɦ ɚɞɪɟɫ ɜɨɡɜɪɚɬɚ. ȼ ɩɨɤɚɡɚɧɧɨɦ ɧɚ ɪɢɫɭɧɤɟ \x90 * 23 ɹɜɥɹɟɬɫɹ 
ɦɭɫɨɪɧɵɦɢ ɞɚɧɧɵɦɢ ɞɚɥɟɟ ɫɥɟɞɭɟɬ ɲɟɥɥɤɨɞ ɢ ɜ ɤɨɧɰɟ \x08\xf3\xff\xbf * 40 ɹɜɥɹɟɬɫɹ 
ɡɚɩɢɫɶɸ ɬɪɟɛɭɟɦɨɝɨ ɚɞɪɟɫɚ ɜɨɡɜɪɚɬɚ 40 ɪɚɡ Д14Ж. 

 

 
 

Ɋɢɫɭɧɨɤ 9 – ɋɬɪɭɤɬɭɪɚ ɜɪɟɞɨɧɨɫɧɨɝɨ ɤɨɞɚ [The structure of the malicious code] 

 

Ɋɟɡɭɥɶɬɚɬɨɦ ɩɟɪɟɞɚɱɢ ɜ ɛɭɮɟɪ ɬɚɤɢɯ ɞɚɧɧɵɯ ɹɜɥɹɟɬɫɹ ɜɵɩɨɥɧɟɧɢɟ ɧɭɠɧɨɣ ɧɚɦ 
ɩɪɨɝɪɚɦɦɵ (/bin/bash). ɗɬɨ ɩɨɤɚɡɚɧɨ ɧɚ ɪɢɫɭɧɤɟ 10. 
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Ɋɢɫɭɧɨɤ 10 – Ɋɟɡɭɥɶɬɚɬ ɜɵɩɨɥɧɟɧɢɹ ɜɪɟɞɨɧɨɫɧɨɝɨ ɤɨɞɚ ДTСО ЫОЬЮХЭ ШП ОбОМЮЭТЧР ЦКХТМТШЮЬ МШНОЖ 

 

ɉɪɨɜɟɪɤɚ ɚɥɝɨɪɢɬɦɚ ɩɨ ɩɪɟɞɨɬɜɪɚɳɟɧɢɸ ɚɬɚɤ ɧɚ ɩɪɢɥɨɠɟɧɢɹ 

Ⱦɥɹ ɩɪɨɜɟɞɟɧɢɹ ɩɟɪɜɨɝɨ ɬɟɫɬɚ ɢɫɩɨɥɶɡɭɟɬɫɹ ɩɪɨɫɬɟɣɲɟɟ ɩɟɪɟɩɨɥɧɟɧɢɟ ɛɭɮɟɪɚ. 
Ʉɚɤ ɦɨɠɧɨ ɭɜɢɞɟɬɶ ɧɚ ɪɢɫɭɧɤɟ 11, ɪɚɛɨɬɚ ɧɟ ɚɬɚɤɨɜɚɧɧɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɩɪɢɜɨɞɢɬ ɤ 
ɜɵɡɨɜɭ ɨɩɪɟɞɟɥɟɧɧɨɣ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɢ ɜɵɡɨɜɨɜ. ɋɬɨɢɬ ɡɚɦɟɬɢɬɶ, ɱɬɨ ɧɚ ɪɢɫɭɧɤɟ 11 
ɭɬɢɥɢɬɚ ptrace ɷɬɨ ɦɨɞɭɥɶ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɩɨ ɩɪɟɞɨɬɜɪɚɳɟɧɢɸ ɚɬɚɤ ɧɚ 
ɩɪɢɥɨɠɟɧɢɹ ɨɫɧɨɜɚɧɧɚɹ ɧɚ ɫɢɫɬɟɦɧɨɣ ɛɢɛɥɢɨɬɟɤɟ ptrace, ɤɨɬɨɪɚɹ ɨɬɫɥɟɠɢɜɚɟɬ 
ɫɢɫɬɟɦɧɵɟ ɜɵɡɨɜɵ ɡɚɳɢɳɚɟɦɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɢ ɫɪɚɜɧɢɜɚɟɬ ɢɯ ɫ ɷɬɚɥɨɧɧɨɣ ɦɨɞɟɥɶɸ, 
ɩɨɥɭɱɟɧɧɨɣ ɩɭɬɟɦ ɚɧɚɥɢɡɚ ɢɫɯɨɞɧɵɯ ɤɨɞɨɜ ɡɚɳɢɳɚɟɦɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɢ ɫɢɫɬɟɦɧɵɯ 
ɛɢɛɥɢɨɬɟɤ.  

 

 
 

Ɋɢɫɭɧɨɤ 11 – ɇɨɪɦɚɥɶɧɨɟ ɮɭɧɤɰɢɨɧɢɪɨɜɚɧɢɟ ɡɚɳɢɳɚɟɦɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ДNШЫЦКХ ПЮЧМЭТШЧТЧР ШП ЭСО 
protected application] 

 

Ⱦɚɥɟɟ ɷɬɨ ɠɟ ɩɪɢɥɨɠɟɧɢɟ ɛɵɥɨ ɡɚɩɭɳɟɧɧɨ ɜ ɪɚɡɪɚɛɨɬɚɧɧɨɦ ɦɨɞɭɥɟ ɫ 
ɨɬɤɥɸɱɟɧɧɵɦ ɦɟɯɚɧɢɡɦɨɦ ɡɚɳɢɬɵ. ɗɬɨ ɫɞɟɥɚɧɨ ɞɥɹ ɧɚɝɥɹɞɧɨɝɨ ɨɬɨɛɪɚɠɟɧɢɹ 
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ɩɪɨɢɫɯɨɞɹɳɢɯ ɢɡɦɟɧɟɧɢɣ ɜ ɤɨɥɢɱɟɫɬɜɟ ɢ ɩɨɪɹɞɤɟ ɫɢɫɬɟɦɧɵɯ ɜɵɡɨɜɨɜ (ɪɢɫ. 12). ɂ ɞɚɥɟɟ 
ɛɵɥ ɩɪɨɢɡɜɟɞɟɧ ɡɚɩɭɫɤ ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ ɦɨɞɭɥɹ ɫ ɫɢɫɬɟɦɨɣ ɡɚɳɢɬɵ. ɉɨɫɥɟ ɩɟɪɟɯɜɚɬɚ 
ɜɵɡɨɜɚ, ɜɧɟɞɪɟɧɧɨɝɨ ɡɥɨɭɦɵɲɥɟɧɧɢɤɨɦ, ɩɨɹɜɥɹɟɬɫɹ ɧɚɞɩɢɫɶ ɨ ɫɨɜɟɪɲɟɧɢɢ ɚɬɚɤɢ ɢ 
ɪɚɛɨɬɚ ɭɹɡɜɢɦɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɩɪɟɤɪɚɳɚɟɬɫɹ. Ɋɟɡɭɥɶɬɚɬ ɜɵɩɨɥɧɟɧɢɹ ɩɨɤɚɡɚɧ  
ɧɚ ɪɢɫɭɧɤɟ 13. 

 

 
 

Ɋɢɫɭɧɨɤ 12 – Ɏɭɧɤɰɢɨɧɢɪɨɜɚɧɢɟ ɚɬɚɤɨɜɚɧɧɨɝɨ ɩɪɢɥɨɠɟɧɢɹ [Functioning of the attacked application] 

 

 
 

Ɋɢɫɭɧɨɤ 13 – ɉɪɢɦɟɪ ɪɚɛɨɬɵ ɦɟɯɚɧɢɡɦɚ ɡɚɳɢɬɵ [Functioning of the attacked application] 

 

Ɂɚɤɥɸɱɟɧɢɟ 

ɐɟɥɶɸ ɞɚɧɧɨɣ ɪɚɛɨɬɵ ɹɜɥɹɟɬɫɹ ɩɪɟɞɨɬɜɪɚɳɟɧɢɟ ɚɬɚɤɢ ɧɚ ɩɪɢɥɨɠɟɧɢɟ ɩɭɬɟɦ 
ɩɟɪɟɩɨɥɧɟɧɢɹ ɛɭɮɟɪɚ ɫ ɩɨɦɨɳɶɸ ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ ɤɨɦɩɥɟɤɫɚ ɩɨ ɩɪɟɞɨɬɜɪɚɳɟɧɢɸ ɚɬɚɤ 
ɩɭɬɟɦ ɩɪɨɜɟɪɤɢ ɫɨɜɟɪɲɚɟɦɵɯ ɡɚɳɢɳɚɟɦɵɦ ɩɪɢɥɨɠɟɧɢɟɦ ɫɢɫɬɟɦɧɵɯ ɜɵɡɨɜɨɜ. 

ȼɨ ɜɜɟɞɟɧɢɢ ɤɚɬɤɨ ɨɩɢɫɚɧɵ ɫɭɳɟɫɬɜɭɸɳɢɟ ɫɪɟɞɫɬɜɚ ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɚɬɚɤ ɧɚ 
ɩɪɢɥɨɠɟɧɢɹ ɜ Ɉɋ Linux, ɚ ɬɚɤɠɟ ɜɨɡɦɨɠɧɨɫɬɢ ɢɯ ɨɛɯɨɞɚ, ɤɨɬɨɪɵɟ ɩɨɤɚɡɵɜɚɸɬ 
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ɧɟɨɛɯɨɞɢɦɨɫɬɶ ɪɚɡɪɚɛɨɬɤɢ ɞɨɩɨɥɧɢɬɟɥɶɧɵɯ ɫɪɟɞɫɬɜ ɡɚɳɢɬɵ, ɭɫɬɚɧɨɜɥɟɧɵ ɰɟɥɢ ɢ 
ɡɚɞɚɱɢ. 

Ⱦɚɥɟɟ ɛɵɥ ɨɩɢɫɚɧ ɩɪɨɝɪɚɦɦɧɵɣ ɤɨɦɩɥɟɤɫ ɩɨ ɩɪɟɞɨɬɜɪɚɳɟɧɢɸ ɚɬɚɤ ɧɚ 
ɩɪɢɥɨɠɟɧɢɹ ɩɭɬɟɦ ɩɪɨɜɟɪɤɢ ɫɨɜɟɪɲɚɟɦɵɯ ɢɦɢ ɫɢɫɬɟɦɧɵɯ ɜɵɡɨɜɨɜ. Ɉɧ ɫɨɫɬɨɢɬ ɢɡ ɞɜɭɯ 
ɩɨɞɫɢɫɬɟɦ. ɉɟɪɜɚɹ – ɫɢɫɬɟɦɚ ɚɧɚɥɢɡɚ ɢɫɯɨɞɧɵɯ ɤɨɞɨɜ ɢ ɩɨɫɬɪɨɟɧɢɹ ɷɬɚɥɨɧɧɨɣ ɦɨɞɟɥɢ 
ɩɨɜɟɞɟɧɢɹ ɡɚɳɢɳɚɟɦɨɝɨ ɩɪɢɥɨɠɟɧɢɹ. ȼɬɨɪɚɹ – ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨ ɫɢɫɬɟɦɚ 
ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɚɬɚɤ ɧɚ ɩɪɢɥɨɠɟɧɢɹ ɩɭɬɟɦ ɫɪɚɜɧɟɧɢɹ ɫ ɷɬɚɥɨɧɧɨɣ ɦɨɞɟɥɶɸ ɩɨɜɟɞɟɧɢɹ 
ɫɨɜɟɪɲɚɟɦɵɯ ɩɪɢɥɨɠɟɧɢɟɦ ɫɢɫɬɟɦɧɵɯ ɜɵɡɨɜɨɜ.  

Ɍɚɤ ɠɟ ɨɩɢɫɚɧ ɦɟɯɚɧɢɡɦ ɩɪɨɫɬɟɣɲɟɝɨ ɩɟɪɟɩɨɥɧɟɧɢɹ ɛɭɮɟɪɚ ɢ ɩɪɨɞɟɦɨɧɫɬɪɢɪɨɜɚɧ 
ɧɚ ɫɩɟɰɢɚɥɶɧɨ ɩɨɞɝɨɬɨɜɥɟɧɧɨɦ ɭɹɡɜɢɦɨɦ ɩɪɢɥɨɠɟɧɢɢ. 

ɂɬɨɝɨɦ ɞɚɧɧɨɣ ɪɚɛɨɬɵ ɫɬɚɥɨ ɬɟɫɬɢɪɨɜɚɧɢɟ ɪɚɡɪɚɛɨɬɚɧɧɨɝɨ ɩɪɨɝɪɚɦɦɧɨɝɨ 
ɤɨɦɩɥɟɤɫɚ ɩɨ ɩɪɟɞɨɬɜɪɚɳɟɧɢɸ ɚɬɚɤ. Ⱦɥɹ ɧɚɱɚɥɚ ɢɫɯɨɞɧɵɟ ɤɨɞɵ ɡɚɳɢɳɚɟɦɨɝɨ 
ɭɹɡɜɢɦɨɝɨ ɩɪɢɥɨɠɟɧɢɹ ɩɪɨɚɧɚɥɢɡɢɪɨɜɚɧɵ ɫ ɩɨɦɨɳɶɸ ɫɢɫɬɟɦɵ ɚɧɚɥɢɡɚ ɢɫɯɨɞɧɵɯ 
ɤɨɞɨɜ ɢ ɩɨɫɬɪɨɟɧɚ ɷɬɚɥɨɧɧɚɹ ɦɨɞɟɥɶ ɩɨɜɟɞɟɧɢɹ, ɨɫɧɨɜɚɧɧɚɹ ɧɚ ɧɨɦɟɪɚɯ ɢ ɩɨɪɹɞɤɟ 
ɫɢɫɬɟɦɧɵɯ ɜɵɡɨɜɨɜ. Ⱦɚɥɟɟ ɞɥɹ ɞɟɦɨɧɫɬɪɚɰɢɢ ɞɚɧɧɨɟ ɩɪɢɥɨɠɟɧɢɟ ɛɵɥɨ ɡɚɩɭɲɟɧɨ ɜ 
ɧɨɪɦɚɥɶɧɨɦ ɪɟɠɢɦɟ ɢ ɛɵɥɢ ɫɨɛɪɚɧɵ ɧɨɦɟɪɚ ɜɵɡɨɜɨɜ ɜɨ ɜɪɟɦɹ ɩɪɚɜɢɥɶɧɨɝɨ ɢɫɩɨɥɧɟɧɢɹ. 
Ⱦɚɥɟɟ ɧɚ ɧɟɝɨ ɩɪɨɢɡɜɟɞɟɧɚ ɚɬɚɤɚ ɩɭɬɟɦ ɩɪɨɫɬɟɣɲɟɝɨ ɩɟɪɟɩɨɥɧɟɧɢɹ ɛɭɮɟɪɚ ɛɟɡ ɡɚɳɢɬɵ 
ɞɥɹ ɧɚɛɥɸɞɟɧɢɹ ɩɨɜɟɞɟɧɢɹ ɚɬɚɤɨɜɚɧɧɨɝɨ ɩɪɢɥɨɠɟɧɢɹ. ɂ ɤɨɧɟɱɧɵɦ ɷɬɚɩɨɦ ɫɬɚɥɨ 
ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɫɢɫɬɟɦɵ ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɚɬɚɤ ɧɚ ɩɪɢɥɨɠɟɧɢɹ ɩɭɬɟɦ ɫɪɚɜɧɟɧɢɹ ɫ 
ɷɬɚɥɨɧɧɨɣ ɦɨɞɟɥɶɸ ɩɨɜɟɞɟɧɢɹ ɫɨɜɟɪɲɚɟɦɵɯ ɩɪɢɥɨɠɟɧɢɟɦ ɫɢɫɬɟɦɧɵɯ ɜɵɡɨɜɨɜ ɜɨ 
ɜɪɟɦɹ ɩɪɨɜɟɞɟɧɢɹ ɞɚɧɧɨɣ ɚɬɚɤɢ, ɪɟɡɭɥɶɬɚɬɨɦ ɤɨɬɨɪɨɝɨ ɫɬɚɥɨ ɩɪɟɞɨɬɜɪɚɳɟɧɢɟ 
ɜɵɩɨɥɧɟɧɢɹ ɚɬɚɤɨɜɚɧɧɨɝɨ ɩɪɢɥɨɠɟɧɢɹ. 

ɇɚ ɨɫɧɨɜɟ ɩɨɥɭɱɟɧɧɵɯ ɪɟɡɭɥɶɬɚɬɨɜ ɦɨɠɧɨ ɫɞɟɥɚɬɶ ɜɵɜɨɞ, ɱɬɨ ɫɢɫɬɟɦɚ ɚɧɚɥɢɡɚ 
ɩɨɜɟɞɟɧɢɹ ɡɚɳɢɳɚɟɦɨɝɨ ɩɪɢɥɨɠɟɧɢɹ, ɨɫɧɨɜɚɧɧɨɝɨ ɧɚ ɧɨɦɟɪɚɯ ɢ ɩɨɪɹɞɤɟ ɫɨɜɟɪɲɚɟɦɵɯ 
ɜɵɡɨɜɨɜ, ɩɨɡɜɨɥɹɟɬ ɩɪɟɞɨɬɜɪɚɳɚɬɶ ɚɬɚɤɢ ɩɭɬɟɦ ɩɟɪɟɩɨɥɧɟɧɢɹ ɛɭɮɟɪɚ, ɩɪɢɜɨɞɹɳɢɦ ɤ 
ɢɧɴɟɤɰɢɹɦ ɜɪɟɞɨɧɨɫɧɨɝɨ ɤɨɞɚ. Ɍɚɤɢɦ ɨɛɪɚɡɨɦ, ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɩɪɨɝɪɚɦɦɧɨɝɨ ɤɨɦɩɥɟɤɫɚ 
ɩɨ ɨɛɧɚɪɭɠɟɧɢɸ ɚɬɚɤ ɪɟɲɚɟɬ ɩɪɨɛɥɟɦɭ ɚɬɚɤ ɩɟɪɟɩɨɥɧɟɧɢɹ ɛɭɮɟɪɚ ɩɪɢɜɨɞɹɳɢɯ ɤ 
ɢɧɴɟɤɰɢɹɦ ɤɨɞɚ ɜ ɫɢɫɬɟɦɚɯ, ɢɫɩɨɥɶɡɭɸɳɢɯ ɩɨɬɟɧɰɢɚɥɶɧɨ ɭɹɡɜɢɦɵɟ ɩɪɢɥɨɠɟɧɢɹ. 
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Abstract – The issue of detecting and preventing attacks on applications has been and remains one 

of the urgent tasks of information security. Flaws in the program code lead to disruption of the 

normal operation of the software. Data integrity, availability and confidentiality of the data, 

interruption of the execution of running processes or even the system as a whole may occur due to 

design flaws. The aim of this work is to prevent attacks on the application by overflowing the 

buffer using the developed complex to prevent attacks. To achieve this goal, the shortcomings of 

modern systems for preventing attacks on applications are briefly reviewed, the structure of the 

developed software package, the operation algorithms of each module of the software package, the 

mechanism for buffer overflows are examined, and the developed software package is tested on a 

simple buffer overflow. 
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