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Пɪɨɛɥɟɦɚ ɜɵɹɜɥɟɧиɹ и ɩɪɟɞɨɬɜɪɚɳɟɧиɹ ɚɬɚк ɧɚ ɩɪиɥɨɠɟɧиɹ ɛɵɥɚ и ɨɫɬɚɟɬɫɹ ɨɞɧɨɣ иɡ 
ɚкɬɭɚɥɶɧɵɯ ɡɚɞɚɱ иɧɮɨɪɦɚɰиɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬи. ɂɡɴɹɧɵ ɜ кɨɞɟ ɩɪɨɝɪɚɦɦ ɩɪиɜɨɞɹɬ к 
ɧɚɪɭɲɟɧиɸ ɧɨɪɦɚɥɶɧɨɣ ɪɚɛɨɬɵ ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧиɹ. ɂɡ-ɡɚ ɧɟɞɨɱɟɬɨɜ ɪɚɡɪɚɛɨɬки 
ɦɨɝɭɬ ɜɨɡɧикɚɬɶ ɧɚɪɭɲɟɧиɹ ɰɟɥɨɫɬɧɨɫɬи, ɞɨɫɬɭɩɧɨɫɬи и кɨɧɮиɞɟɧɰиɚɥɶɧɨɫɬи ɞɚɧɧɵɯ, 
ɩɪɟɪɵɜɚɧиɟ ɜɵɩɨɥɧɟɧиɹ ɡɚɩɭɳɟɧɧɵɯ ɩɪɨɰɟɫɫɨɜ иɥи ɞɚɠɟ ɫиɫɬɟɦɵ ɜ ɰɟɥɨɦ. ȼ ɞɚɧɧɨɣ 
ɪɚɛɨɬɟ ɪɚɫɫɦɚɬɪиɜɚɟɬɫɹ ɦɟɯɚɧиɡɦ ɫɨɜɟɪɲɟɧиɹ ɩɟɪɟɩɨɥɧɟɧиɹ ɛɭɮɟɪɚ ɧɚ ɫɬɟкɟ, ɚ ɬɚкɠɟ 
ɫɭɳɟɫɬɜɭɸɳиɟ ɫɨɜɪɟɦɟɧɧɵɟ ɫɪɟɞɫɬɜɚ ɨɛɧɚɪɭɠɟɧиɹ иɥи ɩɪɟɞɨɬɜɪɚɳɟɧиɹ ɩɟɪɟɩɨɥɧɟɧиɹ 
ɛɭɮɟɪɚ, ɬɚкиɟ кɚк ASLR, SЭКМФGЮКЫН и ɧɟиɫɩɨɥɧɹɟɦɵɣ ɫɬɟк. Ⱦɚɧɧɵɟ ɫɪɟɞɫɬɜɚ ɡɚɳиɬɵ 
ɜɵɛɪɚɧɵ ɜ кɚɱɟɫɬɜɟ ɰɟɥи иɫɫɥɟɞɨɜɚɧиɹ иɡ-ɡɚ ɬɨɝɨ, ɱɬɨ ɨɧи ɹɜɥɹɸɬɫɹ ɫɚɦɵɦи 
ɪɚɫɩɪɨɫɬɪɚɧёɧɧɵɦи и ɹɜɥɹɸɬɫɹ ɜɫɬɪɨɟɧɧɵɦи ɫɪɟɞɫɬɜɚɦи ɡɚɳиɬɵ ɜ Ɉɋ LТЧЮб. ɐɟɥɶɸ 
ɪɚɛɨɬɵ ɹɜɥɹɟɬɫɹ ɚɧɚɥиɡ ɩɪɨɛɥɟɦɵ ɩɟɪɟɩɨɥɧɟɧиɹ ɛɭɮɟɪɚ и ɧɟɩɨɥɧɨɣ ɷɮɮɟкɬиɜɧɨɫɬи, 
ɫɭɳɟɫɬɜɭɸɳиɯ ɩɨɜɫɟɦɟɫɬɧɨ иɫɩɨɥɶɡɭɟɦɵɯ ɫɪɟɞɫɬɜ ɩɪɟɞɨɬɜɪɚɳɟɧиɹ и ɨɛɧɚɪɭɠɟɧиɹ 
ɞɚɧɧɨɝɨ ɬиɩɚ ɚɬɚк, ɚ ɬɚкɠɟ ɨɩиɫɚɧиɟ ɚɥɶɬɟɪɧɚɬиɜɧɨɝɨ ɫɩɨɫɨɛɚ ɪɟɲɟɧиɹ ɩɪɨɛɥɟɦɵ 
ɩɟɪɟɩɨɥɧɟɧиɹ ɛɭɮɟɪɚ. ȼ ɪɚɦкɚɯ ɪɚɛɨɬɵ ɞɥɹ кɚɠɞɨɝɨ иɡ ɲиɪɨкɨ ɪɚɫɩɪɨɫɬɪɚɧɟɧɧɵɯ ɫɪɟɞɫɬɜ 
ɡɚɳиɬɵ ɪɚɫɫɦɨɬɪɟɧ ɫɩɨɫɨɛ ɟɝɨ ɨɛɯɨɞɚ. ɂɬɨɝɨɦ ɞɚɧɧɨɣ ɪɚɛɨɬɵ ɫɬɚɥɨ ɡɚкɥɸɱɟɧиɟ, ɱɬɨ 
ɫɭɳɟɫɬɜɭɸɳиɟ ɫɪɟɞɫɬɜɚ ɡɚɳиɬɵ иɦɟɸɬ ɫɭɳɟɫɬɜɟɧɧɵɟ ɧɟɞɨɫɬɚɬки и ɩɨɷɬɨɦɭ ɬɪɟɛɭɟɬɫɹ 
ɪɚɡɪɚɛɨɬкɚ ɞɨɩɨɥɧиɬɟɥɶɧɨɝɨ ɫɪɟɞɫɬɜɚ ɡɚɳиɬɵ, иɞɟɹ кɨɬɨɪɨɝɨ ɩɪɟɞɥɨɠɟɧɚ ɜ кɨɧɰɟ ɫɬɚɬɶи. 
 

Ʉɥɸɱɟвɵɟ ɫɥɨвɚ: ɩɟɪɟɩɨɥɧɟɧиɟ ɛɭɮɟɪɚ, ɫиɫɬɟɦɧɵɟ ɜɵɡɨɜɵ, иɧɴɟкɰии кɨɞɚ, ɧɟиɫɩɨɥɧɹɟɦɵɣ 
ɫɬɟк, SЭКМФGЮКЫН, ASRL, иɧɮɨɪɦɚɰиɨɧɧɚɹ ɛɟɡɨɩɚɫɧɨɫɬɶ. 
 

Пɨɫɬɭɩиɥɚ ɜ ɪɟɞɚкɰиɸ: 12.04.2019 

Пɨɫɥɟ ɞɨɪɚɛɨɬки 22.04.2019 

Пɪиɧɹɬɚ к ɩɭɛɥикɚɰии 26.04.2019 

 

ȼȼȿȾȿɇɂȿ 

Пɪɨɛɥɟɦɚ ɜɵɹɜɥɟɧиɹ и ɩɪɟɞɨɬɜɪɚɳɟɧиɹ ɚɬɚк ɧɚ ɩɪиɥɨɠɟɧиɹ ɛɵɥɚ и ɨɫɬɚɟɬɫɹ 
ɨɞɧɨɣ иɡ ɚкɬɭɚɥɶɧɵɯ ɡɚɞɚɱ иɧɮɨɪɦɚɰиɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬи. Ʉɨɪɪɟкɬɧɚɹ ɪɚɡɪɚɛɨɬкɚ 
ɩɪиɥɨɠɟɧиɹ ɹɜɥɹɟɬɫɹ ɨɞɧиɦ иɡ ɫɩɨɫɨɛɨɜ ɪɟɲɟɧиɹ ɞɚɧɧɨɣ ɩɪɨɛɥɟɦɵ, ɬɚк кɚк ɧɟɛɨɥɶɲɚɹ 
ɨɲиɛкɚ ɪɚɡɪɚɛɨɬɱикɚ ɜ ɭɦɟɥɵɯ ɪɭкɚɯ ɡɥɨɭɦɵɲɥɟɧɧикɚ ɦɨɠɟɬ ɩɪиɜɟɫɬи к 
ɧɟɩɪɟɞɫкɚɡɭɟɦɵɦ ɩɨɫɥɟɞɫɬɜиɹɦ. 

ɂɡɴɹɧɵ ɜ кɨɞɟ ɩɪɨɝɪɚɦɦ ɩɪиɜɨɞɹɬ к ɧɚɪɭɲɟɧиɸ ɧɨɪɦɚɥɶɧɨɣ ɪɚɛɨɬɵ 
ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧиɹ. ɂɡ-ɡɚ ɧɟɞɨɱɟɬɨɜ ɪɚɡɪɚɛɨɬки ɦɨɝɭɬ ɜɨɡɧикɚɬɶ ɧɚɪɭɲɟɧиɹ 
ɰɟɥɨɫɬɧɨɫɬи, ɞɨɫɬɭɩɧɨɫɬи и кɨɧɮиɞɟɧɰиɚɥɶɧɨɫɬи ɞɚɧɧɵɯ, ɩɪɟɪɵɜɚɧиɟ ɜɵɩɨɥɧɟɧиɹ 
ɡɚɩɭɳɟɧɧɵɯ ɩɪɨɰɟɫɫɨɜ иɥи ɞɚɠɟ ɫиɫɬɟɦɵ ɜ ɰɟɥɨɦ. Ȼɨɥɶɲиɧɫɬɜɨ ɭɹɡɜиɦɨɫɬɟɣ 
ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧиɹ ɫɜɹɡɚɧɨ ɫ ɧɟɩɪɚɜиɥɶɧɨɣ ɨɛɪɚɛɨɬкɨɣ ɞɚɧɧɵɯ, ɩɨɥɭɱɚɟɦɵɯ иɡ 
ɫɬɨɪɨɧɧиɯ (ɜɧɟɲɧиɯ) иɫɬɨɱɧикɨɜ, иɥи ɧɟɞɨɫɬɚɬɨɱɧɨ ɫɬɪɨɝɨɣ иɯ ɩɪɨɜɟɪкɨɣ. 

Пɟɪɜɵɣ ɫɥɭɱɚɣ иɫɩɨɥɶɡɨɜɚɧиɹ ɩɟɪɟɩɨɥɧɟɧиɹ ɫɬɟкɨɜɨɝɨ ɛɭɮɟɪɚ ɩɪɨиɡɨɲɟɥ ɛɨɥɟɟ 
ɬɪиɞɰɚɬи ɥɟɬ ɧɚɡɚɞ ɜɪɟɞɨɧɨɫɧɨɣ ɩɪɨɝɪɚɦɦɨɣ ɧɚɡɜɚɧɧɨɣ ɑɟɪɜɟɦ Ɇɨɪиɫɚ ɜ 1988 ɝɨɞɭ. 
Ɉɧ иɫɩɨɥɶɡɨɜɚɥ ɩɟɪɟɩɨɥɧɟɧиɟ ɛɭɮɟɪɚ ɜ ɞɟɦɨɧɟ UσIБ ɞɥɹ ɩɟɪɟɦɟɳɟɧиɹ ɨɬ ɨɞɧɨɝɨ 
кɨɦɩɶɸɬɟɪɚ к ɞɪɭɝɨɦɭ. ɋ ɬɟɯ ɩɨɪ ɛɵɥɨ ɩɪиɞɭɦɚɧɨ ɦɧɨɠɟɫɬɜɨ ɦɟɯɚɧиɡɦɨɜ ɡɚɳиɬɵ, ɧɨ 
ɩɨ ɫɟɣ ɞɟɧɶ, ɩɪɨɛɥɟɦɚ ɨɫɬɚɟɬɫɹ ɚкɬɭɚɥɶɧɨɣ. 

 



16 ПȺɊɂɇɈȼ и ɞɪ.  
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ПȿɊȿПɈɅɇɂȿ ȻɍФȿɊȺ 

Ⱦɥɹ ɧɚɱɚɥɚ ɪɚɫɫɦɨɬɪиɦ ɦɟɯɚɧиɡɦ ɩɟɪɟɩɨɥɧɟɧиɹ ɛɭɮɟɪɚ. ɇɚ ɪиɫɭɧкɟ 1 ɩɪиɜɟɞɟɧ 
ɩɪɨɫɬɟɣɲиɣ ɩɪиɦɟɪ ɭɹɡɜиɦɨɣ ɩɪɨɝɪɚɦɦɵ ɧɚ ɹɡɵкɟ ɩɪɨɝɪɚɦɦиɪɨɜɚɧиɹ ɋ. Ɉɲиɛкɨɣ ɜ 
ɷɬɨɦ ɩɪиɦɟɪɟ ɹɜɥɹɟɬɫɹ ɨɬɫɭɬɫɬɜиɟ ɩɪɨɜɟɪки ɞɥиɧɵ ɜɯɨɞɧɵɯ ɞɚɧɧɵɯ ɫɱиɬɵɜɚɟɦɵɯ ɜ 
ɫɬɪɨкɨɜɭɸ ɩɟɪɟɦɟɧɧɭɸ ЛЮП Д1Ж.  

 

 
 

 

 

 

 

 

 

 

Ɋиɫɭɧɨк 1 – Пɪиɦɟɪ ɩɪɨɝɪɚɦɦɵ ɧɚ ɹɡɵкɟ ɋ ɭɹɡɜиɦɨɣ к ɩɟɪɟɩɨɥɧɟɧиɸ ɛɭɮɟɪɚ ɧɚ ɫɬɟкɟ [C language 

program example vulnerable to buffer overflow on the stack]  

 

ȿɫɥи ɧɚ ɜɜɨɞ ɩɨɞɚɬɶ ɫɬɪɨкɭ ɞɥиɧɨɣ ɦɟɧɟɟ 200 ɛɚɣɬ, ɬɨ ɩɪɨɝɪɚɦɦɚ ɪɚɛɨɬɚɟɬ 
кɨɪɪɟкɬɧɨ Д2-3Ж. Ɉɞɧɚкɨ ɟɫɥи ɩɨɞɚɬɶ ɫɬɪɨкɭ ɪɚɡɦɟɪɨɦ ɛɨɥɶɲɟ ɛɭɮɟɪɚ, ɬɨ ɩɨɥɭɱиɬɫɹ 
ɨɲиɛкɚ ɫɟɝɦɟɧɬɚɰии Д4-5Ж. ɇɚ ɪиɫɭɧкɟ 2 иɡɨɛɪɚɠɟɧ ɦɨɦɟɧɬ ɚɬɚки ɩɭɬɟɦ ɩɟɪɟɩɨɥɧɟɧиɹ 
ɫɬɟкɨɜɨɝɨ ɛɭɮɟɪɚ. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Ɋиɫɭɧɨк 2 – Ⱥɥɝɨɪиɬɦɵ ɧɨɪɦɚɥɶɧɨɝɨ ɜɵɩɨɥɧɟɧиɹ ɮɭɧкɰии и ɜɵɩɨɥɧɟɧиɹ ɮɭɧкɰии ɜ ɦɨɦɟɧɬ ɚɬɚки ɩɭɬɟɦ 
ɩɟɪɟɩɨɥɧɟɧиɹ ɫɬɟкɨɜɨɝɨ ɛɭɮɟɪɚ [Algorithms of normal function execution and its execution at the moment of 

an attack by stack buffer overflow]  

 

STACKGUARD 

SЭКМФGЮКЫН ɛɵɥ ɜɵɩɭɳɟɧ ɜ ɫɜɟɬ ɜ 1998 ɝ., кɚк ɪɚɫɲиɪɟɧиɟ к GCC ɞɥɹ ɡɚɳиɬɵ 
ɩɪɨɝɪɚɦɦɧɨɝɨ ɨɛɟɫɩɟɱɟɧиɹ ɨɬ ɩɟɪɟɩɨɥɧɟɧиɹ ɛɭɮɟɪɚ ɧɚ ɫɬɟкɟ. ɐɟɥɶɸ SЭКМФGЮКЫН 
ɹɜɥɹɟɬɫɹ ɩɪɨɜɟɪкɚ ɰɟɥɨɫɬɧɨɫɬи ɚɞɪɟɫɚ ɜɨɡɜɪɚɬɚ, кɨɬɨɪɵɣ ɡɥɨɭɦɵɲɥɟɧɧик ɩɨɩɵɬɚɟɬɫɹ 
ɩɟɪɟɩиɫɚɬɶ ɚɞɪɟɫɨɦ ɧɭɠɧɨɝɨ ɟɦɭ иɫɩɨɥɧɹɟɦɨɝɨ кɨɞɚ Д6Ж. 

ɇɚɱɚɥɨ

ȼɯɨɞ ɜ 
ɮɭɧкɰиɸ

Ɂɚɩиɫɶ ɜ ɛɭɮɟɪ ɞɚɧɧɵɯ, 

ɦɟɧɶɲɟ ɪɚɡɦɟɪɚ, 

ɜɵɞɟɥɟɧɧɨɣ ɩɨɞ 
ɩɟɪɟɦɟɧɧɭɸ ɩɚɦɹɬи

Ɉɫɬɚɥɶɧɵɟ 
иɧɫɬɪɭкɰии 

ɮɭɧкɰии

Пɟɪɟɯɨɞ ɩɨ 
ɚɞɪɟɫɭ 

ɜɨɡɜɪɚɬɚ  

Ʉɨɧɟɰ

ȼɯɨɞ ɜ 
ɮɭɧкɰиɸ

Ɂɚɩиɫɶ ɜ ɛɭɮɟɪ 
ɞɚɧɧɵɯ, 

ɩɟɪɟɬиɪɚɸɳиɯ ɚɞɪɟɫ 
ɜɨɡɜɪɚɬɚ

Ɉɫɬɚɥɶɧɵɟ 
иɧɫɬɪɭкɰии 

ɮɭɧкɰии

Пɟɪɟɯɨɞ ɩɨ 
ɚɞɪɟɫɭ 

ɜɨɡɜɪɚɬɚ  

Ʉɨɧɟɰ

ɇɚɱɚɥɨ

ȼɵɩɨɥɧɟɧиɟ 
ɜɪɟɞɨɧɨɫɧɨɝɨ 

кɨɞɚ

ɇɨɪɦɚɥɶɧɨɟ ɜɵɩɨɥɧɟɧиɟ ɮɭɧкɰии ȼɵɩɨɥɧɟɧиɟ ɮɭɧкɰии ɩɪи ɩɟɪɟɩɨɥɧɟɧии ɛɭɮɟɪɚ

...

Ⱥɞɪɟɫ ɜɨɡɜɪɚɬɚ

Ʌɨкɚɥɶɧɵɟ 
ɩɟɪɟɦɟɧɧɵɟ

...

Ȼɭɮɟɪ 

Ɋɨɫɬ 
ɚɞɪɟɫɨɜ
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Ⱦɥɹ ɫɜɨɟɜɪɟɦɟɧɧɨɣ ɩɪɨɜɟɪки иɡɦɟɧɟɧиɹ ɚɞɪɟɫɚ ɜɨɡɜɪɚɬɚ, ɨɧɚ ɞɨɥɠɧɚ ɩɪɨиɫɯɨɞиɬɶ 
ɩɟɪɟɞ ɜɨɡɜɪɚɬɨɦ ɮɭɧкɰии. Ⱦɥɹ ɷɬɨɝɨ SЭКМФGЮКЫН ɩɨɦɟɳɚɟɬ кɨɧɬɪɨɥɶɧɭɸ иɧɮɨɪɦɚɰиɸ, 
ɬɚк ɧɚɡɵɜɚɟɦɭɸ кɚɧɚɪɟɣкɭ (CКЧКЫв аШЫН), ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨ ɩɟɪɟɞ ɚɞɪɟɫɨɦ ɜɨɡɜɪɚɬɚ 
(ɪиɫ. 2). Ɍɚкиɦ ɨɛɪɚɡɨɦ, ɩɪи ɩɨɩɵɬкɟ ɩɟɪɟɡɚɩиɫɚɬɶ ɚɞɪɟɫ ɜɨɡɜɪɚɬɚ, ɡɥɨɭɦɵɲɥɟɧɧик 
ɚɜɬɨɦɚɬиɱɟɫки ɩɟɪɟɩиɲɟɬ кɚɧɚɪɟɣкɭ, ɩɪɨɜɟɪкɚ кɨɬɨɪɨɣ ɩɪɨиɫɯɨɞиɬ ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨ 
ɩɟɪɟɞ ɩɟɪɟɞɚɱɟɣ ɭɩɪɚɜɥɟɧиɹ ɩɨ ɚɞɪɟɫɭ ɜɨɡɜɪɚɬɚ Д7Ж. 

 

ȼɟɪɯ ɫɬɟкɚ 

Ⱥɞɪɟɫ ɜɨɡɜɪɚɬɚ 

Ʉɚɧɚɪɟɣкɚ 

Ʌɨкɚɥɶɧɵɟ ɩɟɪɟɦɟɧɧɵɟ 

Ɋиɫɭɧɨк 3 – Пɪиɦɟɪ ɪɚɫɩɨɥɨɠɟɧиɹ кɚɧɚɪɟɣки ɜ ɫɬɟкɟ [An example of ɋanary word location on the stack]  
 

ɋɭɳɟɫɬɜɭɟɬ ɬɪи ɬиɩɚ кɚɧɚɪɟɟк. 
Ʉɚɧɚɪɟɣкɚ ɫ иɫɩɨɥɶɡɨɜɚɧиɟɦ ɫиɦɜɨɥɨɜ кɨɧɰɚ ɫɬɪɨки – ɩɨɞɪɚɡɭɦɟɜɚɟɬ, ɱɬɨ 

ɛɨɥɶɲиɧɫɬɜɨ ɩɟɪɟɩɨɥɧɟɧиɣ ɩɪɨиɫɯɨɞиɬ ɧɚ ɫɬɪɨкɚɯ. Пɨɷɬɨɦɭ иɫɩɨɥɶɡɭɹ ɱɟɬɵɪɟ ɪɚɡɧɵɯ 
ɫиɦɜɨɥɚ кɨɧɰɚ ɫɬɪɨки ɦɨɠɧɨ ɩɪɟɞɨɬɜɪɚɬиɬɶ ɪɚɡɨɜɨɟ ɩɟɪɟɩиɫɵɜɚɧиɟ ɩɚɦɹɬи, ɬɚк кɚк 
ɨɞиɧ иɥи ɧɟɫкɨɥɶкɨ ɫиɦɜɨɥɨɜ ɩɪɟкɪɚɬɹɬ ɫɬɪɨкɨɜɭɸ ɨɩɟɪɚɰиɸ. Ɉɞɧɚкɨ ɟɫɥи ɚɬɚкɭɸɳиɣ 
ɫɦɨɠɟɬ ɩɟɪɟɩиɫɚɬɶ ɫɬɟк ɧɟɫкɨɥɶкɨ ɪɚɡ, ɬɨ ɨɧ ɫɦɨɠɟɬ ɡɚɦɟɧиɬɶ ɡɚɳиɳɟɧɧɭɸ 
кɨɧɬɪɨɥɶɧɭɸ иɧɮɨɪɦɚɰиɸ и ɚɞɪɟɫ ɜɨɡɜɪɚɬɚ. 

ɋɥɭɱɚɣɧɚɹ кɚɧɚɪɟɣкɚ – ɨɛɧɚɪɭɠиɜɚɟɬ ɜɫɟ ɩɟɪɟɡɚɩиɫи ɩɚɦɹɬи ɩɪи ɭɫɥɨɜии, ɱɬɨ 
ɚɬɚкɭɸɳиɣ ɧɟ ɡɧɚɟɬ ɡɧɚɱɟɧиɟ кɚɧɚɪɟɣки. Ɂɧɚɱɟɧиɟ ɯɪɚɧиɬɫɹ ɜ ɝɥɨɛɚɥɶɧɨɣ ɩɟɪɟɦɟɧɧɨɣ, 
кɨɬɨɪɚɹ иɧиɰиɚɥиɡиɪɭɟɬɫɹ ɜ ɧɨɜɨɟ ɡɧɚɱɟɧиɟ ɩɪи кɚɠɞɨɦ ɡɚɩɭɫкɟ ɩɪɨɝɪɚɦɦɵ. 

ɋɥɭɱɚɣɧɚɹ БτR кɚɧɚɪɟɣкɚ – иɫɩɨɥɶɡɭɟɬɫɹ ɩɪи ɭɫɥɨɜии, ɟɫɥи ɡɥɨɭɦɵɲɥɟɧɧик 
ɦɨɠɟɬ ɩɟɪɟɩиɫɵɜɚɬɶ ɩɚɦɹɬɶ ɜ ɫɥɭɱɚɣɧɨɦ ɦɟɫɬɟ. ȼ ɞɨɩɨɥɧɟɧии к ɫɥɭɱɚɣɧɨɣ кɚɧɚɪɟɣкɟ 
ɱɚɫɬɶ иɥи ɜɫɟ ɡɚɳиɳɚɟɦɵɟ ɞɚɧɧɵɟ ɲиɮɪɭɸɬɫɹ ɫ иɫɩɨɥɶɡɨɜɚɧиɟɦ иɫкɥɸɱɚɸɳɟɝɨ «иɥи» 
ɫ ɡɧɚɱɟɧиɟɦ кɚɧɚɪɟɣки. ɍɹɡɜиɦɨɫɬи ɚɧɚɥɨɝиɱɧɵ ɫɥɭɱɚɣɧɨɣ кɚɧɚɪɟɣкɟ. 
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ɋɭɳɟɫɬɜɭɸɬ ɧɟɫкɨɥɶкɨ ɫɥɚɛɨɫɬɟɣ ɪɟɚɥиɡɚɰии. 
ȼɨ-ɩɟɪɜɵɯ, ɜ ɭɝɨɞɭ ɩɪɨиɡɜɨɞиɬɟɥɶɧɨɫɬи ɬɚкɠɟ ɫɭɳɟɫɬɜɭɸɬ ɧɟɡɚɳиɳɟɧɧɵɟ 

ɮɭɧкɰии. ɇɚɩɪиɦɟɪ, кɨɦɩиɥɹɬɨɪ РММ ɡɚɳиɳɚɟɬ ɮɭɧкɰии, иɦɟɸɳиɟ ɫɬɪɨкɨɜɵɟ ɛɭɮɟɪɵ 
ɪɚɡɦɟɪɨɦ ɛɨɥɟɟ 4 ɷɥɟɦɟɧɬɨɜ. 

ȼɨ-ɜɬɨɪɵɯ, ɟɫɥи ɜ ɫиɫɬɟɦɟ ɫɭɳɟɫɬɜɭɟɬ ɭɹɡɜиɦɨɫɬɶ ɭɬɟɱки ɩɚɦɹɬи, ɬɨ ɜ 
ɧɟɡɚɜиɫиɦɨɫɬи ɨɬ ɬиɩɚ кɚɧɚɪɟɣки ɚɬɚкɭɸɳиɣ ɦɨɠɟɬ ɩɟɪɟɩиɫɚɬɶ ɭкɚɡɚɬɟɥɶ 
ɩɪɟɞɵɞɭɳɟɝɨ ɮɪɟɣɦɚ, ɝɞɟ ɛɭɞɟɬ ɪɚɫɩɨɥɚɝɚɬɶɫɹ ɚɞɪɟɫ ɜɨɡɜɪɚɬɚ кɨɞɚ ɚɬɚкɭɸɳɟɝɨ и 
ɩɪɚɜиɥɶɧɚɹ кɚɧɚɪɟɣкɚ. 

Ɋɚɫɫɦɨɬɪиɦ ɜɨɡɜɪɚɬ ɫ иɡɦɟɧёɧɧɵɦ ɭкɚɡɚɬɟɥɟɦ ɩɪɟɞɵɞɭɳɟɝɨ ɮɪɟɣɦɚ ɛɨɥɟɟ 
ɩɨɞɪɨɛɧɨ.  

Пɨ ɭɦɨɥɱɚɧиɸ SЭКМФGЮКЫН иɫɩɨɥɶɡɭɟɬ ɩɪɟɪɵɜɚɸɳɭɸ кɚɧɚɪɟɣкɭ. ȿɟ ɡɧɚɱɟɧиɟ 
0б000КПП0Н. Ɍɚкиɦ ɨɛɪɚɡɨɦ, ɦɵ ɧɟ ɦɨɠɟɦ ɩɟɪɟɩиɫɚɬɶ ɚɞɪɟɫ ɜɨɡɜɪɚɬɚ. Ɉɞɧɚкɨ ɦɵ ɦɨɠɟɦ 
ɩɟɪɟɩиɫɚɬɶ ɭкɚɡɚɬɟɥɶ ɩɪɟɞɵɞɭɳɟɝɨ ɮɪɟɣɦɚ. ɗɬɨ ɨɡɧɚɱɚɟɬ, ɱɬɨ ɦɵ ɦɨɠɟɦ ɜ ɫɬɟкɟ иɥи 
кɭɱɟ ɪɚɡɦɟɫɬиɬɶ кɨɧɫɬɪɭкɰиɸ ɜиɞɚ (0б000КПП0Н; ɇɨɜɵɣ ɚɞɪɟɫ ɜɨɡɜɪɚɬɚ) и ɩɪи ɜɨɡɜɪɚɬɟ к 
ɜɵɡɜɚɜɲɟɣ ɮɭɧкɰии ɭкɚɡɚɬɟɥɶ ɮɪɟɣɦɚ ɛɭɞɟɬ ɫɦɟɳɟɧ ɧɚ ɧɭɠɧɵɣ ɧɚɦ ɚɞɪɟɫ и ɩɨɫɥɟ ɟɟ 
ɜɵɩɨɥɧɟɧиɹ кɚɧɚɪɟɣкɚ ɨɫɬɚɧɟɬɫɹ ɧɟиɡɦɟɧɧɨɣ, ɧɨ ɚɞɪɟɫ ɜɨɡɜɪɚɬɚ ɛɭɞɟɬ ɦɨɞиɮиɰиɪɨɜɚɧ 
ɚɞɪɟɫɨɦ иɡɜɟɫɬɧɨɝɨ ɧɚɦ ɡɚɪɚɧɟɟ ɩɪиɝɨɬɨɜɥɟɧɧɨɝɨ ɜɪɟɞɨɧɨɫɧɨɝɨ кɨɞɚ Д8Ж. 

 Ɍɚкɠɟ ɜ кɚɱɟɫɬɜɟ ɚɥɶɬɟɪɧɚɬиɜɧɵɯ ɦɟɬɨɞɚɯ ɨɛɯɨɞɚ ɫɬɨиɬ ɭɩɨɦɹɧɭɬɶ ɨ ɬɚкиɯ 
ɫɩɨɫɨɛɚɯ кɚк ɩɪɟɞɭɝɚɞɵɜɚɧиɟ кɚɧɚɪɟɣки и иɫɩɨɥɶɡɨɜɚɧиɟ ɫɥɚɛɨɫɬɟɣ ɪɟɚɥиɡɚɰии. 
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ɇȿɂɋПɈɅɇəȿɆɕɃ ɋɌȿɄ 

Пɟɪɟɩɨɥɧɟɧиɟ ɛɭɮɟɪɚ ɨɛɵɱɧɨ ɩɪɨиɡɜɨɞиɬɫɹ ɩɭɬɟɦ иɧɴɟкɰии кɨɞɚ ɜ ɭɹɡɜиɦɨɟ 
ɩɪиɥɨɠɟɧиɟ, к кɨɬɨɪɨɦɭ ɩɟɪɟɣɞɟɬ ɭɩɪɚɜɥɟɧиɟ ɩɨɫɥɟ ɬɨɝɨ кɚк ɛɭɞɟɬ ɩɟɪɟɩиɫɚɧ 
иɡɧɚɱɚɥɶɧɵɣ ɚɞɪɟɫ ɜɨɡɜɪɚɬɚ Д9Ж. ɗɬɨɬ кɨɞ ɨɛɵɱɧɨ ɩɨɦɟɳɚɟɬɫɹ ɜ кɭɱɭ иɥи ɫɬɟк. ɑɬɨ ɛɵ 
ɩɪɟɞɨɬɜɪɚɬиɬɶ ɜɵɩɨɥɧɟɧиɟ ɜɪɟɞɨɧɨɫɧɨɝɨ кɨɞɚ, ɜɫɟ ɫɬɪɚɧиɰɵ ɞɚɧɧɵɯ ɩɪɨɰɟɫɫɚ 
ɩɨɦɟɱɚɸɬɫɹ кɚк ɧɟиɫɩɨɥɧɹɟɦɵɟ. ɋɬɪɚɧиɰɵ, ɫɨɞɟɪɠɚɳиɟ кɨɞ, ɩɨɦɟɱɚɸɬɫɹ кɚк 
ɡɚɳиɳɟɧɧɵɟ ɨɬ ɡɚɩиɫи, ɩɨɷɬɨɦɭ ɡɥɨɭɦɵɲɥɟɧɧик ɧɟ ɦɨɠɟɬ ɦɨɞиɮиɰиɪɨɜɚɬɶ 
ɫɭɳɟɫɬɜɭɸɳиɣ иɥи ɜɫɬɚɜиɬɶ ɫɜɨɣ кɨɞ. Ɍɚкɚɹ ɬɟɯɧɨɥɨɝиɹ ɬɚк ɠɟ иɡɜɟɫɬɧɚ кɚк 
ɧɟиɫɩɨɥɧɹɟɦɵɣ ɫɬɟк (DКЭК EбОМЮЭТШЧ PЫevention-DEP). 

Ɉɞɧиɦ иɡ ɞɨɫɬɨиɧɫɬɜ ɞɚɧɧɨɣ ɬɟɯɧɨɥɨɝии ɹɜɥɹɟɬɫɹ ɬɨ, ɱɬɨ ɨɧɚ ɧɟ ɜɥиɹɟɬ ɧɚ 
ɩɪɨиɡɜɨɞиɬɟɥɶɧɨɫɬɶ. Ɍɚк ɠɟ ɫɬɨиɬ ɡɚɦɟɬиɬɶ, ɱɬɨ DEP ɦɨɠɧɨ ɩɪиɦɟɧиɬɶ к ɭɠɟ 
ɫɭɳɟɫɬɜɭɸɳиɦ ɩɪɨɝɪɚɦɦɚɦ, ɨɞɧɚкɨ ɦɨɝɭɬ ɜɨɡɧикɧɭɬɶ ɩɪɨɛɥɟɦки ɫ JIT (Just-in-

time compilation- кɨɦɩиɥɹɰии ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨ ɜɨ ɜɪɟɦɹ ɪɚɛɨɬɵ ɩɪɨɝɪɚɦɦɵ) 
кɨɦɩиɥɹɬɨɪɚɦи (ɧɚɩɪиɦɟɪ, JКЯК) кɨɬɨɪɵɟ ɝɟɧɟɪиɪɭɸɬ иɫɩɨɥɧɹɟɦɵɣ кɨɞ ɜ ɩɚɦɹɬи ɜɨ 
ɜɪɟɦɹ иɫɩɨɥɧɟɧиɹ, ɱɬɨ ɬɪɟɛɭɟɬ ɪɚɡɪɟɲɟɧиɹ и ɧɚ ɡɚɩиɫɶ ɜ ɩɚɦɹɬɶ и ɧɚ иɫɩɨɥɧɟɧиɟ Д10Ж. 

 

ɈȻɏɈȾ ɋ ȼɈɁȼɊȺɌɈɆ ȼ ȻɂȻɅɂɈɌȿɄɍ 

ɋ ɬɟɯ ɩɨɪ, кɚк ɩɨɹɜиɥɫɹ DEP, ɩɪɨɜɟɞɟɧиɟ ɚɬɚк ɫ ɜɧɟɞɪɟɧиɟɦ ɩɪɨиɡɜɨɥɶɧɨɝɨ кɨɞɚ 
ɫɬɚɥɨ ɩɨɱɬи ɧɟɜɨɡɦɨɠɧɵɦ, ɧɨ ɚɬɚкɭɸɳиɟ ɧɚɲɥи ɞɪɭɝɨɣ ɫɩɨɫɨɛ ɨɛɯɨɞɚ ɞɚɧɧɵɣ 
ɡɚɳиɬɵ. Ɉɫɧɨɜɧɚɹ иɞɟɹ ɡɚкɥɸɱɚɟɬɫɹ ɜ ɬɨɦ, ɱɬɨ ɛɨɥɶɲиɧɫɬɜɨ ɛиɛɥиɨɬɟк ɭɠɟ ɪɚɡɦɟɳɟɧɵ 
ɜ ɩɚɦɹɬи ɩɪɨɰɟɫɫɚ и ɫɨɞɟɪɠɚɬ ɛɨɥɶɲɨɟ кɨɥиɱɟɫɬɜɨ кɨɞɚ, кɨɬɨɪɵɣ ɡɥɨɭɦɵɲɥɟɧɧик 
ɦɨɠɟɬ иɫɩɨɥɶɡɨɜɚɬɶ ɩɨ ɫɜɨɟɦɭ ɠɟɥɚɧиɸ. Ȼɚɡɨɜɵɦ ɩɪиɦɟɪɨɦ ɦɨɠɟɬ ɫɥɭɠиɬɶ ɮɭɧкɰиɹ 
ЬвЬЭОЦ, ɫ ɩɨɦɨɳɶɸ кɨɬɨɪɨɣ ɡɥɨɭɦɵɲɥɟɧɧик ɦɨɠɟɬ ɡɚɩɭɫɬиɬɶ кɨɦɚɧɞɧɭɸ ɨɛɨɥɨɱкɭ 
ХТЧЮб (ЬС), ɧɟɩɨɫɪɟɞɫɬɜɟɧɧɨ ɜ кɨɬɨɪɨɣ ɨɧ ɦɨɠɟɬ иɫɩɨɥɧиɬɶ ɩɪɨиɡɜɨɥɶɧɵɣ кɨɞ (ЫОЭ2ХТЛМ). 
ɋ ɬɟɯ ɩɨɪ кɚк ɮɭɧкɰиɹ ЬвЬЭОЦ ɹɜɥɹɟɬɫɹ ɱɚɫɬɶɸ ɛиɛɥиɨɬɟки ХТЛМ, ɚɬɚкɭɸɳɟɦɭ ɛɨɥɶɲɟ ɧɟ 
ɬɪɟɛɭɟɬɫɹ ɜɧɟɞɪɹɬɶ ɫɜɨɣ ɫɨɛɫɬɜɟɧɧɵɣ кɨɞ, ɚ ɦɨɠɧɨ иɫɩɨɥɶɡɨɜɚɬɶ ɫɭɳɟɫɬɜɭɸɳиɟ 
ɜɨɡɦɨɠɧɨɫɬи ɛиɛɥиɨɬɟɱɧɵɯ ɮɭɧкɰиɣ. Ⱦɪɭɝиɦ ɜɚɪиɚɧɬɨɦ ɨɛɯɨɞɚ ɹɜɥɹɟɬɫɹ 
иɫɩɨɥɶɡɨɜɚɧиɟ ɮɭɧкɰии ЦЩЫШЭОМЭ ɞɥɹ ɩɨɦɟɬки ɫɬɟкɚ иɥи кɭɱи кɚк иɫɩɨɥɧɹɟɦɨɣ и ɭɠɟ 
иɫɩɨɥɶɡɨɜɚɬɶ ɪɚɫɩɨɥɨɠɟɧɧɵɣ ɜ ɧɟɣ ɚɬɚкɭɸɳиɦ ɜɪɟɞɨɧɨɫɧɵɣ кɨɞ Д11Ж.  

ɇɚ ɨɫɧɨɜɚɧии ɚɬɚки ЫОЭ2ХТЛМ ɩɨɹɜиɥɚɫɶ ɟɳɟ ɨɞɧɚ ɬɟɯɧикɚ, ɧɚɡɵɜɚɟɦɚɹ RОЭЮЫЧ 
τЫТОЧЭОН PЫШРЫКЦЦТЧР (ȼɨɡɜɪɚɬɧɨ ɨɪиɟɧɬиɪɨɜɚɧɧɨɟ ɩɪɨɝɪɚɦɦиɪɨɜɚɧиɟ). 

Ɉɞɧиɦ иɡ ɫɩɨɫɨɛɨɜ ɡɚɳиɬɵ ɨɬ RОЭ2ХТЛМ ɹɜɥɹɟɬɫɹ ɭɞɚɥɟɧиɟ ɩɨɬɟɧɰиɚɥɶɧɨ ɨɩɚɫɧɵɯ 
ɮɭɧкɰиɣ, ɨɞɧɚкɨ ɞɥɹ RτP ɷɬɨ ɧɟ иɦɟɟɬ ɡɧɚɱɟɧиɹ, ɟɫɥи ɛɵɬɶ ɬɨɱɧɟɟ, ɬɨ ɞɥɹ ɫɨɜɟɪɲɟɧиɹ 
ɞɚɧɧɨɣ ɚɬɚки ɞɚɠɟ ɧɟ ɧɭɠɧɨ ɜɵɡɵɜɚɬɶ кɚкиɟ-ɥиɛɨ ɮɭɧкɰии. ȼ кɨɧɰɟɩɰии ɞɚɧɧɨɣ ɚɬɚки 
ɦɵ ɛɭɞɟɦ иɫɩɨɥɶɡɨɜɚɬɶ ɧɟɛɨɥɶɲиɟ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬи ɚɫɫɟɦɛɥɟɪɧɵɯ кɨɦɚɧɞ, 
ɧɚɡɵɜɚɟɦɵɯ ɝɚɞɠɟɬɚɦи, ɪɚɫɩɨɥɨɠɟɧɧɵɯ ɜ иɫɩɨɥɧɹɟɦɨɦ ɮɚɣɥɟ ɥиɛɨ ɜ ɛиɛɥиɨɬɟкɟ, 
ɫɜɹɡɚɧɧɨɣ ɫ ɧиɦ. ȼ ɨɛɳɟɦ, ɜɦɟɫɬɨ ɜɨɡɜɪɚɬɚ к ɚɞɪɟɫɭ ɮɭɧкɰии ɜ ɛиɛɥиɨɬɟкɟ ɦɵ ɛɭɞɟɦ 
иɫɩɨɥɶɡɨɜɚɬɶ ɜɨɡɜɪɚɬ к ɞɚɧɧɵɦ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɹɦ Д12Ж. 

Ⱦɥɹ ɬɨɝɨ ɱɬɨ ɛɵ ɧɚɣɬи ɞɚɧɧɵɟ ɝɚɞɠɟɬɵ ɦɵ ɞɨɥɠɧɵ ɧɚɣɬи ɜ ɭɹɡɜиɦɨɦ 
ɩɪиɥɨɠɟɧии ɜɫɟ ЫОЭ иɧɫɬɪɭкɰии и ɩɨɫɦɨɬɪɟɬɶ ɩɪɟɞɵɞɭɳиɟ иɧɫɬɪɭкɰии ɧɚ ɧɚɥиɱиɟ 
ɧɭɠɧɵɯ ɧɚɦ ɚɫɫɟɦɛɥɟɪɧɵɯ иɧɫɬɪɭкɰиɣ. 

Ⱦɚɧɧɵɟ ɝɚɞɠɟɬɵ ɦɨɝɭɬ иɫɩɨɥɶɡɨɜɚɬɶɫɹ ɞɥɹ ɫɥɟɞɭɸɳиɯ ɞɟɣɫɬɜиɣ: 
  Ɂɚɝɪɭɡкɚ кɨɧɫɬɚɧɬɵ ɜ ɪɟɝиɫɬɪ – ɩɨɡɜɨɥɹɟɬ ɫɨɯɪɚɧиɬɶ ɜɟɪɯɧɟɟ ɡɧɚɱɟɧиɟ ɜ ɫɬɟкɟ ɜ 

ɪɟɝиɫɬɪ ОКб, иɫɩɨɥɶɡɭɹ ЩШЩ иɧɫɬɪɭкɰиɸ. Ɍɚкɚɹ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ ɜɵɝɥɹɞиɬ кɚк PШЩ 
ОКб;ЫОЭ;. ɗɬɚ ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ ɩɨɡɜɨɥиɬ ɧɚɦ ɩɟɪɟɞɚɬɶ ɭɩɪɚɜɥɟɧиɟ к ɫɥɟɞɭɸɳɟɦɭ 
ɝɚɞɠɟɬɭ. 

  ɑɬɟɧиɟ иɡ ɩɚɦɹɬи – ɧɚɩɪиɦɟɪ, ЦШЯ ОМб,ДОКбЖ;ЫОЭ – ɩɟɪɟɩиɫɵɜɚɟɬ ОМб ɡɧɚɱɟɧиɟɦ, 
ɪɚɫɩɨɥɨɠɟɧɧɵɦ ɩɨ ɚɞɪɟɫɭ, ɯɪɚɧɹɳɟɦɭɫɹ ɜ ОКб. 

  Ɂɚɩиɫɶ ɜ ɩɚɦɹɬɶ – ɧɚɩɪиɦɟɪ, ЦШЯ ДОКбЖ,ОМб;ЫОЭ. 
  Ⱥɪиɮɦɟɬиɱɟɫкиɟ ɨɩɟɪɚɰии, ɬɚкиɟ кɚк ɫɥɨɠɟɧиɟ, ɭɦɧɨɠɟɧиɟ, иɫкɥɸɱɚɸɳɟɟ иɥи 

и ɬ.ɞ., ɧɚɩɪиɦɟɪ бШЫ ОКб,ОЛб;ЫОЭ. 
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  ɋиɫɬɟɦɧɵɟ ɜɵɡɨɜɵ – иɧɫɬɪɭкɰии, ɩɨɡɜɨɥɹɸɳиɟ ɧɚɦ ɜɵɩɨɥɧиɬɶ ɩɪɟɪɵɜɚɧиɟ, 
ɧɚɩɪиɦɟɪ, ТЧЭ 0б80;ЫОЭ иɥи МКХХ РЬ:Д0б10Ж;ЫОЭ 

ɇɚɩɪиɦɟɪ, ɜɪɟɞɨɧɨɫɧɵɣ кɨɞ, ɩɨɫɬɪɨɟɧɧɵɣ ɧɚ ɨɫɧɨɜɟ ɬɚкиɯ ɝɚɞɠɟɬɨɜ и 
иɡɨɛɪɚɠɟɧɧɵɣ ɧɚ ɪиɫɭɧкɟ 4 Д9Ж ɡɚɩɭɫкɚɟɬ ЬС ɫ ɩɨɦɨɳɶɸ ɫиɫɬɟɦɧɨɝɨ ɜɵɡɨɜɚ ОбОМЯО.  

 
Ɋиɫɭɧɨк 4 – ȼɪɟɞɨɧɨɫɧɵɣ кɨɞ, ɡɚɩɭɫкɚɸɳиɣ ЬС, ɫɨɛɪɚɧɧɵɣ иɡ ɝɚɞɠɟɬɨɜ, ɧɚɣɞɟɧɧɵɯ ɜ ɭɹɡɜиɦɨɦ 
ɩɪиɥɨɠɟɧии [Malicious code that runs sh, compiled from gadgets found in a vulnerable application] 

 

ASLR 

Address Space Layout Randomization – ɲиɪɨкɨ ɪɚɫɩɪɨɫɬɪɚɧёɧɧɚɹ ɬɟɯɧɨɥɨɝиɹ, 
кɨɬɨɪɚɹ ɡɚɳиɳɚɟɬ ɫиɫɬɟɦɭ ɨɬ ɨɩɪɟɞɟɥɟɧɧɨɝɨ ɬиɩɚ ɚɬɚк ɩɭɬɟɦ ɪɚɧɞɨɦиɡɚɰии ɩɨɡиɰии 
кɥɸɱɟɜɵɯ кɨɦɩɨɧɟɧɬɨɜ ɩɪɨɝɪɚɦɦɵ ɜ ɜиɪɬɭɚɥɶɧɨɣ ɩɚɦɹɬи. Ɂɚɳиɬɟ ɩɨɞɥɟɠɚɬ ɚɞɪɟɫɚ 
ɫɟɝɦɟɧɬɨɜ ɞɚɧɧɵɯ и кɨɞɚ, ɫɬɟкɚ, кɭɱи, ɚ ɬɚкɠɟ иɫɩɨɥɶɡɭɟɦɵɯ ɛиɛɥиɨɬɟк Д13Ж. Ⱦɥɹ 
ɩɪиɦɟɪɚ, ɟɫɥи ɚɬɚкɭɸɳиɣ ɫɦɨɝ ɭɫɩɟɲɧɨ ɧɚɪɭɲиɬɶ ɩɨɬɨк ɭɩɪɚɜɥɟɧиɹ ɩɪɨɝɪɚɦɦɵ, ɟɦɭ 
ɛɭɞɟɬ ɫɥɨɠɧɨ иɫɩɨɥɶɡɨɜɚɬɶ ɜɨɡɜɪɚɬɧɨ ɨɪиɟɧɬиɪɨɜɚɧɧɨɟ ɩɪɨɝɪɚɦɦиɪɨɜɚɧиɟ ɩɪи 
ɧɚɥиɱии ASLR, ɩɨɬɨɦɭ ɱɬɨ ɚɞɪɟɫɚ ɝɚɞɠɟɬɨɜ ɞɥɹ иɧɴɟкɰии ɜ ɫɬɟк ɛɭɞɭɬ ɧɟ иɡɜɟɫɬɧɵ иɡ-

ɡɚ ɪɚɧɞɨɦиɡɚɰии Д14Ж. ɂɫɩɨɥɶɡɨɜɚɧиɟ ɩɨɞɛɨɪɚ ɞɥɹ ɩɨиɫкɚ ɚɞɪɟɫɚ ɧɭɠɧɨɝɨ ɝɚɞɠɟɬɚ 
ɦɨɠɟɬ ɩɪиɜɟɫɬи к кɪɚɯɭ ɩɪɨɝɪɚɦɦɵ иɥи ɡɚɧɹɬɶ ɛɨɥɶɲɨɟ кɨɥиɱɟɫɬɜɨ ɜɪɟɦɟɧи. 

Ɂɚ ɜɪɟɦɹ ɫɭɳɟɫɬɜɨɜɚɧиɹ ASLR ɛɵɥɨ ɪɚɡɪɚɛɨɬɚɧɨ ɦɧɨɠɟɫɬɜɨ ɜɚɪиɚɧɬɨɜ ɨɛɯɨɞɚ, 
ɫɪɟɞи кɨɬɨɪɵɯ ɫɬɨиɬ ɜɵɞɟɥиɬɶ: 

  data leak – ɞɨɩɨɥɧиɬɟɥɶɧɚɹ ɭɹɡɜиɦɨɫɬɶ ɭɬɟɱки ɞɚɧɧɵɯ ɩɨɡɜɨɥɹɸɳиɟ 
ɡɥɨɭɦɵɲɥɟɧɧикɭ ɩɨɥɭɱиɬɶ ɧɭɠɧɵɟ ɚɞɪɟɫɚ; 

  Ɉɬɧɨɫиɬɟɥɶɧɚɹ ɚɞɪɟɫɚɰиɹ; 
  ɋɥɚɛɨɫɬи ɪɟɚɥиɡɚɰии; 
  Пɨɛɨɱɧɵɟ ɷɮɮɟкɬɵ ɪɚɛɨɬɵ ɚɩɩɚɪɚɬɭɪɵ Д15Ж. 
Пɪиɦɟɪɨɦ ɨɛɯɨɞɚ ASLR ɦɨɠɟɬ ɹɜɥɹɬɶɫɹ ɬɟɯɧикɚ ɫɯɨɠɚɹ ɫ ЫОЭ2ХТЛМ, кɨɬɨɪɚɹ 

ɧɚɡɵɜɚɟɬɫɹ ЫОЭ2ЩХЭ. PLT- PЫШМОНЮЫО LТЧФКРО TКЛХО ɫɨɫɬɨиɬ иɡ ɚɞɪɟɫɨɜ ɜɧɟɲɧиɯ ɮɭɧкɰиɣ, 
ɱɶи ɚɞɪɟɫɚ ɧɟ иɡɜɟɫɬɧɵ ɜɨ ɜɪɟɦɹ кɨɦɩиɥɹɰии и ɫɨɫɬɚɜɥɹɟɬɫɹ ɞиɧɚɦиɱɟɫкиɦ 
ɥиɧкɨɜɳикɨɦ ɜɨ ɜɪɟɦɹ иɫɩɨɥɧɟɧиɹ. ɋɬɨиɬɶ ɡɚɦɟɬиɬɶ, ɱɬɨ ɧɚɯɨɠɞɟɧиɟ ɬɚɛɥиɰɵ PLT ɧɟ 
ɦɟɧɹɟɬɫɹ ɩɪи иɫɩɨɥɶɡɨɜɚɧии ASLR, ɱɬɨ ɩɨɡɜɨɥɹɟɬ ɧɚɦ ɥɟɝкɨ ɜɵɡɜɚɬɶ ɥɸɛɭɸ иɡ 
ɮɭɧкɰиɣ иɫɩɨɥɶɡɭɟɦɵɯ ɭɹɡɜиɦɨɣ ɩɪɨɝɪɚɦɦɨɣ ɮɭɧкɰиɣ ɫ ɜɨɡɜɪɚɬɨɦ ɜ PLT ɜɦɟɫɬɨ 
ɫɬɚɧɞɚɪɬɧɨɝɨ ɜɨɡɜɪɚɬɚ ɜ ХТЛМ Д16Ж Д17Ж. 



20 ПȺɊɂɇɈȼ и ɞɪ.  
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ɁȺɄɅɘɑȿɇɂȿ 

ȼ ɞɚɧɧɨɣ ɪɚɛɨɬɟ ɪɚɫɫɦɨɬɪɟɧ ɩɪɨɫɬɟɣɲиɣ ɫɩɨɫɨɛ ɫɨɜɟɪɲɟɧиɹ ɚɬɚк ɫ 
иɫɩɨɥɶɡɨɜɚɧиɟɦ ɩɟɪɟɩɨɥɧɟɧиɹ ɛɭɮɟɪɚ, ɚ ɬɚкɠɟ ɫɭɳɟɫɬɜɭɸɳиɟ ɫɪɟɞɫɬɜɚ ɩɨ 
ɨɛɧɚɪɭɠɟɧиɸ и ɩɪɟɞɨɬɜɪɚɳɟɧиɸ ɚɬɚк ɧɚ ɩɪиɥɨɠɟɧиɹ. ɇи ɨɞиɧ иɡ ɩɪɟɞɫɬɚɜɥɟɧɧɵɯ и 
ɲиɪɨкɨ иɫɩɨɥɶɡɭɟɦɵɯ ɦɟɯɚɧиɡɦɨɜ ɡɚɳиɬɵ ɧɟ ɦɨɠɟɬ ɝɚɪɚɧɬиɪɨɜɚɬɶ ɩɪɟɞɨɬɜɪɚɳɟɧиɟ 
ɚɬɚк ɧɚ ɩɪиɥɨɠɟɧиɹ ɜɜиɞɭ ɫɥɚɛɨɫɬɟɣ ɫɜɨɟɣ ɪɟɚɥиɡɚɰии. ɇɚɩɪиɦɟɪ, ɫɩɨɫɨɛɨɦ ɨɛɯɨɞɚ 
SЭКМФGЮКЫН ɹɜɥɹɟɬɫɹ ɬɟɯɧикɚ ɩɟɪɟɬиɪɚɧиɹ ɭкɚɡɚɬɟɥɹ ɬɟкɭɳɟɝɨ ɮɪɟɣɦɚ. Ⱦɥɹ 
ɧɟиɫɩɨɥɧɹɟɦɨɝɨ ɫɬɟкɚ ɩɪɟɞɥɨɠɟɧɚ ɬɟɯɧɨɥɨɝиɹ ɜɨɡɜɪɚɬɚ ɜ ɛиɛɥиɨɬɟкɭ (ЫОЭ2ХТЛМ) 
ɨɫɧɨɜɚɧɧɚɹ ɧɚ ɜɵɡɨɜɟ ɫиɫɬɟɦɧɵɯ ɮɭɧкɰиɣ и ɟɟ ɦɨɞиɮикɚɰии. Ⱦɥɹ ɨɛɯɨɞɚ ASLR 
иɫɩɨɥɶɡɭɸɬɫɹ ɬɟɯɧикɚ ɫɯɨɠɚɹ ɫ ЫОЭ2ХТЛМ, ɧɨ ɫ ɜɨɡɜɪɚɬɨɦ ɜ PЫШМОНЮЫО LТЧФКРО TКЛХО. 
Ⱦɚɧɧɵɟ ɫɩɨɫɨɛɵ ɨɛɯɨɞɨɜ ɩɪɟɞɫɬɚɜɥɟɧɧɵɯ ɫиɫɬɟɦ ɡɚɳиɬɵ ɞɚɥɟкɨ ɧɟ ɟɞиɧɫɬɜɟɧɧɵɟ и 
ɫɭɳɟɫɬɜɭɟɬ ɟɳɟ ɦɧɨɠɟɫɬɜɨ ɫɩɨɫɨɛɨɜ ɨɛɯɨɞɚ, ɜ ɬɨɦ ɱиɫɥɟ ɫɩɨɫɨɛɨɜ ɨɛɯɨɞɚ ɫɪɚɡɭ 
ɧɟɫкɨɥɶкиɯ ɫиɫɬɟɦ ɩɪɟɞɨɬɜɪɚɳɟɧиɹ и ɨɛɧɚɪɭɠɟɧиɹ ɚɬɚк ɧɚ ɩɪиɥɨɠɟɧиɹ. ɋɬɨиɬ 
ɡɚɦɟɬиɬɶ, ɱɬɨ ɞɚɧɧɵɟ ɫиɫɬɟɦɵ ɫиɥɶɧɨ ɭɦɟɧɶɲɚɸɬ ɜɨɡɦɨɠɧɨɫɬɶ ɩɪɨɜɟɞɟɧиɹ ɚɬɚк, 
ɨɞɧɚкɨ ɧɟ иɡɜɟɫɬɧɨ, ɫкɨɥɶкɨ ɜɨɡɦɨɠɧɨɫɬɟɣ ɨɫɬɚɟɬɫɹ ɞɥɹ ɫɨɜɟɪɲɟɧиɹ ɚɬɚки, ɱɬɨ 
ɩɪиɜɨɞиɬ к ɜɵɜɨɞɭ, ɱɬɨ ɞɥɹ ɨɛɟɫɩɟɱɟɧиɹ ɩɨɥɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬи ɬɪɟɛɭɟɬɫɹ иɥи 
ɭɫɨɜɟɪɲɟɧɫɬɜɨɜɚɬɶ ɫɭɳɟɫɬɜɭɸɳиɟ ɫиɫɬɟɦɵ, иɥи ɫɨɡɞɚɜɚɬɶ ɧɨɜɭɸ ɜ ɞɨɩɨɥɧɟɧиɟ к 
ɬɟкɭɳиɦ. 

ȼ кɚɱɟɫɬɜɟ ɫиɫɬɟɦɵ ɩɨ ɩɪɟɞɨɬɜɪɚɳɟɧиɸ ɚɬɚк ɧɚ ɩɪиɥɨɠɟɧиɹ ɩɪɟɞɥɚɝɚɟɬɫɹ ɫɨɡɞɚɬɶ 
ɩɪɨɝɪɚɦɦɧɵɣ кɨɦɩɥɟкɫ ɩɨ ɩɪɟɞɨɬɜɪɚɳɟɧиɸ ɚɬɚк ɧɚ ɩɪиɥɨɠɟɧиɹ ɩɭɬɟɦ ɩɪɨɜɟɪки 
ɫɨɜɟɪɲɚɟɦɵɯ иɦи ɫиɫɬɟɦɧɵɯ ɜɵɡɨɜɨɜ. Пɪɨɜɟɪкɚ кɨɪɪɟкɬɧɨɫɬи ɫɨɜɟɪɲɚɟɦɨɝɨ 
ɫиɫɬɟɦɧɨɝɨ ɜɵɡɨɜɚ ɩɪɟɞɥɚɝɚɟɬɫɹ ɫɬɪɨиɬɶ ɧɚ ɨɫɧɨɜɟ ɷɬɚɥɨɧɧɨɣ ɦɨɞɟɥи ɡɚɳиɳɚɟɦɨɝɨ 
ɩɪиɥɨɠɟɧиɹ. Ⱦɥɹ ɩɨɥɭɱɟɧиɹ ɷɬɚɥɨɧɧɨɣ ɦɨɞɟɥи ɩɨɜɟɞɟɧиɹ ɡɚɳиɳɚɟɦɨɝɨ кɨɧкɪɟɬɧɨɝɨ 
ɩɪиɥɨɠɟɧиɹ ɩɪɟɞɥɚɝɚɟɬɫɹ ɚɧɚɥиɡиɪɨɜɚɬɶ ɟɝɨ иɫɯɨɞɧɵɟ кɨɞɵ и ɫɨɛиɪɚɬɶ иɧɮɨɪɦɚɰиɸ ɨ 
ɧɨɦɟɪɚɯ и ɩɨɪɹɞкɟ ɫɨɜɟɪɲɚɟɦɵɯ иɦ ɫиɫɬɟɦɧɵɯ ɜɵɡɨɜɨɜ. Ɍɚкɨɣ ɦɟɬɨɞ ɡɚɳиɬɵ ɩɨɦɨɠɟɬ 
ɩɪɟɞɨɬɜɪɚɬиɬɶ кɥɚɫɫ ɚɬɚк ɩɟɪɟɩɨɥɧɟɧиɹ ɛɭɮɟɪɚ ɩɪиɜɨɞɹɳиɯ к иɧɴɟкɰии ɜɪɟɞɨɧɨɫɧɨɝɨ 
кɨɞɚ ɜ Ɉɋ LТЧЮб. 
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Abstract – The issue of detecting and preventing attacks on applications has been and remains one 

of the urgent tasks of information security. Flaws in the program code lead to disruption of the 

normal operation of the software. Data integrity, availability and confidentiality of the data, 

interruption of the execution of running processes or even the system as a whole may occur due to 

design flaws. This paper discusses the mechanism of buffer overflow on a stack as well as existing 

modern means of detecting or preventing buffer overflows such as ASLR, StackGuard, and a non-

executable stack. These security features are chosen as the research target because they are the 

most common and are built-in security features in Linux. The objective of the work is to analyze 

the problem of buffer overflow and the incomplete effectiveness of existing commonly used means 

of preventing and detecting this type of attack as well as a description of an alternative way to 

solve the problem of buffer overflow. As part of the work for each of the widespread means of 

protection considered a way to circumvent it. The result of this work was the conclusion that the 

existing security tools have significant drawbacks and therefore requires the development of an 

additional remedy, the idea of which is proposed at the end of the article. 
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