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program example vulnerable to buffer overflow on the stack]  
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и  к   [Algorithms of normal function execution and its execution at the moment of 

an attack by stack buffer overflow]  
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Abstract – The issue of detecting and preventing attacks on applications has been and remains one 

of the urgent tasks of information security. Flaws in the program code lead to disruption of the 

normal operation of the software. Data integrity, availability and confidentiality of the data, 

interruption of the execution of running processes or even the system as a whole may occur due to 

design flaws. This paper discusses the mechanism of buffer overflow on a stack as well as existing 

modern means of detecting or preventing buffer overflows such as ASLR, StackGuard, and a non-

executable stack. These security features are chosen as the research target because they are the 

most common and are built-in security features in Linux. The objective of the work is to analyze 

the problem of buffer overflow and the incomplete effectiveness of existing commonly used means 

of preventing and detecting this type of attack as well as a description of an alternative way to 

solve the problem of buffer overflow. As part of the work for each of the widespread means of 

protection considered a way to circumvent it. The result of this work was the conclusion that the 

existing security tools have significant drawbacks and therefore requires the development of an 

additional remedy, the idea of which is proposed at the end of the article. 

 

Keywords: buffer overflow, system calls, code injection, Data Execution Prevention, ASLR, 

StackGuard, information security. 


